物聯網核心技術
實驗三：物聯網雲端管理平台AWS IoT
國立中正大學資訊工程系 黃仁竑教授
實驗目的
本實驗主要是教導學生如何使用LinkIt 7688 Duo與AWS IoT平台連接，傳送溫溼度及亮度感測值，並且透過AWS平台上的功能，做進一步的數據結果呈現。
實驗所需軟硬體
軟體：
· Windows 10
· AWS
· Arduino IDE
· Python
硬體：
· LinkIt 7688 Duo
· Micro-USB
· DHT 22
· Light sensor
· 擴充板
· 杜邦線
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1、 [bookmark: _Toc117541466]Introduction
1. [bookmark: _Toc117541467]AWS服務
[image: ]
2. [bookmark: _Toc117541468]AWS常用功能
(1) [bookmark: _Toc117541469]Elastic Compute Cloud (EC2)
他其實就是個虛擬機器，如果單獨使用它，他就像個VPS一樣，要先選硬體規格與資源，但是是以小時計費，如果關掉它就不會算錢，但不表示除了運算實例以外的部分不算錢。
舉例來說：硬碟空間是可以額外加錢增加，固定連外IP如果閒置下來也是要付額外費用。
免費提供：每月 750 小時 t2.micro 執行個體用量。
官方介紹。
(2) [bookmark: _Toc117541470]Virtual Private Cloud (VPC)
這個比較少直接看到文章解釋該怎麼用，因為它多半會在使用其他服務的時候順便設定。
要了解「私有雲」這個服務必須對網路有一點概念，不曉得大家有沒有用過區域網路，例如公司或是學校宿舍，先不論無線傳輸(雖然概念一樣，但是抽象上比較難理解)，如果兩台電腦在「斷網」的情況下要互相連接，基本上就是要有實體線對聯，網路的概念就是A連B連C連D，然後ABCD電腦透過這些線路彼此之間可以互相看得到，前面提到的「斷網」在台灣其實就是指ABCD電腦彼此之間雖然看得到彼此，卻看不到中華電信的主機，因為沒有實體線路連接過去，那我們就可以稱這個ABCD網路為區域網路，是這幾台電腦私人擁用的網路。
 
私有網路好處是可以防範被攻擊，外部電腦要攻擊你首先要找到你的電腦，如果他無法連線也無從攻擊，所以即使是現在，也常聽到MySQL的3306 port有漏洞被掃瞄，如果這個port只有在私有雲上面的主機才看得到的話，即使他有天大的漏洞也相對安全，就像是把錢包放在家中沒上鎖的房間裡面，小偷要通過你家大門才有可能觸碰到這個房間。
不過最終我們還是必須連網，因此至少要有一台主機開啟對外的功能，只要針對這個門口進行防護就好了，就像是大樓一樓管理員的概念。
所以如果你只有一台EC2沒有使用其他的服務的話，那就會感覺不出來這個功能有何用處，但如果分散式架構的話，就可以很明顯地感覺到差異。

Private Network這個概念其實另一家虛擬伺服器提供商Linode也有推出，只是AWS可以讓你同時設定擁有很多組虛擬雲，並且訪問的權限是可以個別設定的。
計費方式：依照使用量與時間計費。
官方介紹。
(3) [bookmark: _Toc117541471]Simple Storage Service (S3)
常見用法：
· 當成圖片的外部圖床空間(專門放圖的可對外傳輸空間)或檔案
· 配合Amazon Cloudfront服務製作成靜態網站(比較少見)
· 線上影片服務的儲存空間。
S3是除了EC2之外，比較常見使用AWS的原因，通常在圖文網站中都會有圖床(專門放圖的可對外傳輸空間)的需求，這是因為Web Server一次能處理的訪問數是有限的，而圖片、影片、檔案比起HTML文字檔總是大的許多，而且其實不需要使用到後端程式去處理，所以如果放在外部的伺服器可以有效的降低主要伺服器的負載，而S3就是可對外傳輸資料的伺服器空間。
S3也有私有雲的概念，所以他除了可以被公開存取外，也可以只被內部存取，S3使用起來跟一般的網路空間沒太大差異，除了根目錄被稱作Bucket(籃子)，並且需要為命名一個獨特的名稱，全世界都不能相同，因為他會對應到外部的URL網址，所以不能讓同樣URL網址互相干擾。
另外，說到S3就需要講到API的功能，因為通常都是先上傳圖片到自己網站後再轉傳到S3上去，所以一定要有API End Point不然無法自動化，這部分Amazon已經做了SDK讓大家使用，例如PHP版本、Ruby版本。
免費提供：
· 每月5 GB的S3標準儲存類別Amazon S3儲存。
· 20,000個GET請求。
· 2,000個PUT、COPY、POST或LIST請求。
· 15 GB的資料傳出。
· 除AWS GovCloud區域外，在其他AWS區域的使用量按月計算。
官方介紹
(4) [bookmark: _Toc117541472]Relational Database Service (RDS)
從Relational Database可以直接看得出來是跟關聯性資料庫有關。
如果純使用Linode等VPS服務，想要把資料庫與主程式分開，你必須要多新增一個主機，然後自己在裡面安裝MySQL或是PostgreSQL，並且關於「資料庫備份快照」等功能也必須要自己用Crontab去處理，並且還要找儲存備份的空間，但在AWS裡面完全不用，你不用擔心MySQL在安裝時的設定，也不用去想如果被Hack的話怎麼辦，基本上安全性都是由Amazon處理，而且你還有虛擬私有雲的概念，也不必擔心備份會不會有問題，因為備份快照服務是RDS內建功能，要複製出一個一樣的資料庫也是1分鐘以內的事情，而儲存空間則是可以選擇直接存在S3裡面(可以設成外部無法訪問)。
 
RDS服務主要有6個資料庫種類可以選擇，除了常見的MySQL、PostgreSQL、MariaDB，也有大型商業公司常用的Oracle與微軟旗下的MSSQL，Amazon也有自己的規格，就是Aurora與MySQL共容的資料庫。
免費提供：
· 每月750小時的db.t2.micro資料庫用量(適用的資料庫引擎)。
· 20 GB 一般用途(SSD)資料庫儲存、資料庫備份和資料庫快照的儲存。
官方介紹
(5) [bookmark: _Toc117541473]Simple Email Service (SES)
主要是寄送Email信的服務，如果有要使用這個服務，第一件事是需要自己的網址網域，並且在DNS上面輸入一些驗證用的紀錄(Record)。
不過它有兩個缺點：
· 寄送IP位置與其他使用者是共用，因此如果對象網站有依照IP來封鎖Email寄送的話，那信會寄不出去，有些Email服務會有這個問題，這時就要付費購買IP Address。
· 收信問題，如果是直接使用其實無法讀取Email，只能存在S3裡面管理，但裡面其實沒有人類看得懂的介面，所以必須加上其他服務就可以避開這個問題，整體來說不方便。
計費方式：從EC2呼叫，免費提供每月62,000封，每天最高可寄五萬封Email(超過每月免費額度就要付費，每千封0.1美元約3塊台幣)。
官方介紹
(6) [bookmark: _Toc117541474]Simple Notification Service (SNS)
這個服務也是常存在各種服務之中，主要去監聽系統活動，並且發送通知訊息。
這服務有兩個比較明顯的概念，第一個就是通知使用者，比方說寄送Email或簡訊通知某個S3 bucket增加了東西，另外一個是驅動其他程式。AWS裡面有很多服務都是需要被驅動的，這時候就可以把接收器跟目標服務綁定在一起，當SNS發生的時候，就會執行目標服務。
免費提供：
· 1,000,000則發佈訊息、
· 100,000則HTTP/S交付、1,000則電子郵件交付。
官方介紹
(7) [bookmark: _Toc117541475]CloudFront
使用S3在雲端服務上的直接好處是降低Request數量，讓Server降低負載同時服務更多訪客。但是即使是S3也還是有機房的概念，也就是你的資料是存在單一實體位置裡面，會有所謂的物理限制，舉例來說如果你把資料放在東京(Tokyo)的機房，那去到北美就會有這個物理上的距離速度限制。
我們在前面有提到S3是一個儲存空間，儲存的是靜態文件檔案，如果今天把這樣的檔案在全球各地都放一個副本，當有人訪問時就直接送最近副本給它，那距離問題就解決了，這就是CDN(Content delivery network、內容傳遞網路)的概念，是一種內容在網路傳輸的快取機制。
不過，為了要達到這個目的，必須有很多基礎設施的協助，對一般人來說並不是這麼的容易，不過Amazon有提供這個功能，也就是CloudFront，在一般使用的費用上面，雖然會比S3貴一些，不過整體來說也算是便宜的選項，CloudFront設定完成後會自動同步S3(同步的範圍可以設定)。
免費提供：
· 50 GB資料傳出額度/12個月免費。
· 2,000,000個HTTP或HTTPS請求/一年中的每一個月。
官方介紹
(8) [bookmark: _Toc117541476]IAM
AWS 很多的服務都靠API或是Command Line的方式達成，當然也有很豐富的後台User Interface(UI)介面，不過很多時候，我們會希望功能可以讓程式自動完成，比方說如果我們的檔案上傳到網站後就自動上傳到S3，但是我們不可能讓所有人都可以隨便用其他的軟體上傳，所以必須要有權限管理的機制，這IAM在做的事。
IAM除了可以限制使用者，還可以管理使用者權限，比較特別的是它的使用者權限管理得很細，讀寫可以分離，即使是超級使用者也可以分成是後台UI用或是Command Line指令用。
每個AWS的服務的權限是分開的，也有User使用者與Role角色的設定方式，也可以單獨廢棄某個使用者或是某個授權的Key。
官方介紹
(9) [bookmark: _Toc117541477]Elastic Load Balancer / Auto Scaling
對於現代的網路架構，Load Balancer算是一個非常必要的工具，現在的分散式架構為了解決時間週期性的大小流量變化，使用了叫做Auto Scaling的技術，簡單來說就是在流量大的時候多開幾台機器，流量小的時候關掉多餘的機器，但是在實現Auto Scaling之前會先碰到要如何把流量平均分配給多台機器這個問題，為了解決這個問題，所以就想出了以反向代理技術為基底的Load balancing 技術。
 
一個Domain URL只能對應一個IP，雖然理論上Sub Domain可以有很多個，但是實際上訪客只會用同一個Domain進行連線，所以要解決的問題就是如何把同一個Domain 下得流量分留給多台機器，方法就是在所有的機器前面在建立一台機器先接收所有的流量，但是不處理Reqeust，而是分發給其他的機器Server處理，有點類似總機的概念，一般如果要自己建立的話，可以使用Nginx再加上一些設定與調整，但是如果你用的是AWS Load Balancer的話，基本上就是隨開即用。
 
AWS的Load Balancer除了可以處理一個Domain下的所有要求，其實也可以一起處理多個Sub Domain，甚至是單個URL對應到不同的EC2實體都是可以的，所以一個Load Balancer是可以處理超過一個網站的，也可以處理超過一個入口網站(因為不是每一個網站都是對外開放的，前面提到的VPC機制)。
Load Balancer還有一個特別的服務，就是加上HTTPS不用錢，只要你有使用AWS的Load Balancer，就可以免費使用AWS的ACM機制，免費加上SSL憑證喔，
而且不用像Let's encrypt 一樣需要設定自動更新，AWS會幫你處理好的。
計費方式：按實際使用量付費。
官方介紹
(10) [bookmark: _Toc117541478]ElasticCache
In memory cache一直都是動態網站最好用的快取機制，畢竟新型態的銷售方式是會依據顧客的使用情況來變化網頁頁面的，比方說推薦系統，或是通知系統，如果要做這方面的Cache，現在的主流就是Redis或是歷史相對悠久也很多人使用的Memcached。
不過因為In memory cache會使用系統的memory，會擠壓到Application能使用的資源，又因為Auto Scaling的關係，所以每台Cache都有可能會重複或是不完整，因此AWS將它拉出來成為獨立的服務是一個很自然的解法。
如果使用AWS Elastic Cache，就等於是Amazon幫你設定好了Redis或是Memcached(可以自己選)，是個方便的隨開即用功能，只要VPC設定沒有問題，速度也是相當的快的。
免費提供：
· 750小時的cache.t2micro節點用量/一年
官方介紹
(11) [bookmark: _Toc117541479]Certificate Manager
為了安全只要是網站都推薦使用HTTPS的協定，而非單純的HTTP而已，但是HTTPS需要SSL憑證，市面上很多都需要付費，當然也有不用付費的Let's Encrypt或是CloudFlare，他們彼此都有使用上的優缺點與設定上的麻煩度，而AWS Certificate Manager 就是AWS提出來的解決方案。
 
只要你使用的服務是Elastic Load Balancing、Amazon CloudFront及Amazon API Gateway這些整合型的服務，那你都可以免費使用AWS提供的SSL憑證，而且還是類似Wildcard形式的，連子網域都包含進去。
不過，其他AWS服務或外部的服務就無法使用，比較麻煩的是想付錢使用它也沒有這個選項，所以如果單純使用EC2而沒有Elastic Load Balancing的話，那還是只能用其他的非AWS服務來解決(例如Let's Encrypt)。
官方介紹
(12) 相關免費方案
3. [bookmark: _Toc117541481]提醒
原則上，以上提供的免費方案多數都以新註冊第一年為限，超過第一年後就不再免費，因此，若做完實驗沒有要再使該功能，請記得將運行的實例關閉，否則費用將持續累積。
4. [bookmark: _Toc117541482]帳單與成本管理首頁
[image: ]
5. [bookmark: _Toc117541483]帳單
[image: ]
6. [bookmark: _Toc117541484]訂單與發票
[image: ]
7. [bookmark: _Toc117541485]Console home
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2、 [bookmark: _Toc117541486]AWS IoT介紹
1. [bookmark: _Toc117541487]What is AWS IoT
AWS IoT provides the cloud services that connect your IoT devices to other devices and AWS cloud services.
[image: 
            AWS IoT connects IoT devices to AWS services
        ]
AWS IoT communication supports MQTT and HTTPS.
2. [bookmark: _Toc117541488]How AWS IoT works
· AWS IoT services overview
[image: 
                    AWS IoT architecture
                ]
· AWS IoT device software
· AWS IoT Greengrass
AWS IoT Greengrass extends AWS to edge devices so they can act locally on the data they generate and use the cloud for management, analytics, and durable storage. (connected devices can run AWS Lambda functions, Docker containers)
· AWS IoT Device Tester
AWS IoT Device Tester for FreeRTOS and AWS IoT Greengrass is a test automation tool for microcontrollers. (test your device to determine if it will run FreeRTOS or AWS IoT Greengrass and interoperate with AWS IoT services)
· AWS IoT Device SDKs
Help you build innovative IoT products or solutions on your choice of hardware platforms.
· FreeRTOS
FreeRTOS systems can securely connect your small, low-power devices to AWS IoT and support more powerful edge devices running AWS IoT Greengrass. (open source)
· AWS IoT control services
· AWS IoT Core
AWS IoT Core is a managed cloud service that enables connected devices to securely interact with cloud applications and other devices.
· AWS IoT Device Management
AWS IoT Device Management services help you track, monitor, and manage the plethora of connected devices that make up your devices fleets.
· AWS IoT Device Defender
AWS IoT Device Defender helps you secure your fleet of IoT devices. AWS IoT Device Defender continuously audits your IoT configurations to make sure that they aren’t deviating from security best practices.
· AWS IoT Things Graph
AWS IoT Things Graph is a service that lets you visually connect different devices and web services to build IoT applications.
· AWS IoT data services
· AWS IoT Analytics
AWS IoT Analytics lets you efficiently run and operationalize sophisticated analytics on massive volumes unstructured IoT data. (built-in SQL query engine or machine learning.)
· AWS IoT SiteWise
AWS IoT SiteWise collects, stores, organizes, and monitors data passed from industrial equipment by MQTT messages or APIs at scale by providing software that runs on a gateway in your facilities. The gateway securely connects to your on-premises data servers and automates the process of collecting and organizing the data and sending it to the AWS Cloud.
· AWS IoT Events
AWS IoT Events detects and responds to events from IoT sensors and applications. Events are patterns of data that identify more complicated circumstances than expected, such as motion detectors using movement signals to activate lights and security cameras.
3. [bookmark: _Toc117541489]AWS IoT Core services
· AWS IoT Core provides the services that connect your IoT devices to the AWS Cloud
[image: 
                    A high-level view of  AWS IoT Core
                ]
· The message broker handles communication between your devices and AWS IoT. 
· The Device Shadow service maintains a device's state so that applications can communicate with a device whether the device is online or not. When a device is offline, the Device Shadow service manages its data for connected applications. When the device reconnects, it synchronizes its state with that of its shadow in the Device Shadow service.
· The Rules engine connects data from the message broker to other AWS services for storage and additional processing. For example, you can insert, update, or query a DynamoDB table or invoke a Lambda function based on an expression that you defined in the Rules engine.
· AWS IoT Core secures all communications and activities by using X.509 certificates for authentication and policies for authorization.
4. [bookmark: _Toc117541490]AWS IoT Core messaging services
· Device gateway
· Enables devices to securely and efficiently communicate with AWS IoT.
· Message broker
· Provides a secure mechanism for devices and AWS IoT applications to publish and receive messages from each other. You can use either the MQTT protocol directly or MQTT over WebSocket to publish and subscribe. You can use the HTTP REST interface to publish. 
· Rules engine
· Provides message processing and integration with other AWS services. You can use an SQL-based language to select data from message payloads, and then process and send the data to other services, such as Amazon Simple Storage Service (Amazon S3), Amazon DynamoDB, and AWS Lambda
5. [bookmark: _Toc117541491]AWS IoT Core control services
· Custom Authentication service
· Device Provisioning service
· Group registry
· Jobs service
· Registry
· Security and Identity service
6. [bookmark: _Toc117541492]AWS IoT Core data services
· Device shadow
· A JSON document used to store and retrieve current state information for a device.
· Device Shadow service
· Provides persistent representations of your devices in the AWS Cloud. You can publish updated state information to a device's shadow, and your device can synchronize its state when it connects. Your devices can also publish their current state to a shadow for use by applications or other devices.
7. [bookmark: _Toc117541493]AWS IoT Core support service
· Alexa Voice Service (AVS) Integration for AWS IoT
· Brings Alexa Voice to any connected device.
· AVS for AWS IoT enables Alexa built-in functionality on MCUs, such as the ARM Cortex M class with less than 1 MB embedded RAM. To do so, AVS offloads memory and compute tasks to a virtual Alexa Built-in device in the cloud.
· Device makers can cost-effectively bring Alexa to resource-constrained IoT devices, and enable consumers to talk directly to Alexa in parts of their home, office, or hotel rooms for an ambient experience.
3、 [bookmark: _Toc117541494]Connect to AWS
1. [bookmark: _Toc117541495]登入AWS平台
進入AWS開發平台：https://226752846691.signin.aws.amazon.com/console。
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2. [bookmark: _Toc117541496]進入AWS IoT
點擊Services→All services→IoT Core。
[image: ]
3. [bookmark: _Toc117541497]Connect device
點擊左側Connect device→Next→命名→Next。
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4. [bookmark: _Toc117541498]選擇環境
選擇環境與SDK(勾選Windows、Python)→Next→點擊Download connection kit留存備用→Next→Continue。
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5. [bookmark: _Toc117541499]下載適用Python的AWS IoT SDK
進入以下網址：https://github.com/aws/aws-iot-device-sdk-python下載適用Python的AWS IoT SDK，留存備用。
點擊Code→Download ZIP。
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6. [bookmark: _Toc117541500]進入Things
回到AWS IoT的Things→點擊7688_thing。
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7. [bookmark: _Toc117541501]Create Device Shadows
點擊Device Shadows→Create Shadow→選擇Named Shadow→在Device Shadow name欄位命名(以此教學為例命名為7688_thing_shadow)→點擊Create→在Device Shadow中點擊7688_thing_shadow。
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8. [bookmark: _Toc117541502]記住Host值
[image: ]
9. [bookmark: _Toc117541503]創建Policy
點擊左側Policies→畫面中間點選Create policy。
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10. [bookmark: _Toc117541504]設定Policy
Policy name命名、Policy effect選取「Allow」、Policy action選取「*」、Policy resource輸入「*」，最後點擊Create。
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11. [bookmark: _Toc117541505]確認Policy已存在
[image: ]
12. [bookmark: _Toc117541506]創建Certificates
點擊Certificates→Add certificate→Create certificate。
[image: ]
13. [bookmark: _Toc117541507]設定Certificates
選取Auto-generate new certificates，選取Active，點選Create。
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14. [bookmark: _Toc117541508]下載憑證
將Device certificate、Public key file、Private key file、RSA 2048 bit key以及ECC 256 bit key下載。
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15. [bookmark: _Toc117541509]Root CA 1重新命名
將下載下來的AmazonRootCA1.pem重新命名為root-CA.crt。
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16. [bookmark: _Toc117541510]選擇Policy
點擊進入剛剛建立的certificates→Attach policies→選擇剛剛建立的policy→Attach policies，如此一來便附加Policy完成。
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17. [bookmark: _Toc117541511]選擇Things對應
與前一步驟相同，進入剛剛建立的certificates→選擇Thing→點擊Attach to things→選擇剛剛建立的thing→Attach to thing，如此一來便附加thing完成。
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18. [bookmark: _Toc117541512][bookmark: _Toc46047148]接上Micro-USB線
(1) 將Micro-USB的兩端接上電腦和LinkIt 7688 Duo。
(2) 電源LED(綠色)將點亮，接著Wi-Fi LED(橙色)閃爍一次，大約過4-5秒後，Wi-Fi LED會亮起，表示引導加載程序已初始化。
(3) 啟動過程大約需要30秒，接下來Wi-Fi LED熄滅，這表示系統已準備好接受Wi-Fi連接。
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Note：請確保Micro-USB在LinkIt 7688 Duo上是接到PWR/MCU接口，而不是USB HOST接口。
19. [bookmark: _Toc117541513]將電腦連到LinkIt 7688 AP
(1) 開啟電腦Wi-Fi選擇連接頁面，選擇LinkIt_Smart_7688_279F9D進行連接。
(2) 連接到LinkIt 7688 AP後，Wi-Fi LED將每秒閃爍3次，表示目前處於AP模式。
Note：279F9D是MAC地址，每個人的開發板將有所不同，並且一旦連接到LinkIt 7688 AP，電腦有可能不能訪問Internet，因為它現在已加入由LinkIt 7688開發板形成的局域網(LAN)。
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20. [bookmark: _Toc117541514]訪問LinkIt 7688 Web UI配置工具
(1) 訪問7688 Web有兩種方式：
a. 在命令提示字元視窗輸入ipconfig，並請記住預設閘道IP，開啟瀏覽器輸入IP【建議使用此種】。
[image: ]
b. 在瀏覽器輸入http://mylinkit.local/。
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(2) 7688密碼設置：至少使用六個字母數字設置密碼，提交。
(3) 再次輸入密碼登錄。
21. [bookmark: _Toc117541515]7688 Duo連接到Internet
(1) 登錄Web UI後。
(2) 在Web UI中點擊Network。
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(3) 在Network設定中，選擇Station mode。
(4) 從Detected Wi-Fi network列表中選擇要連接的AP，如果列表中未顯示您要使用的AP，請點擊REFRESH再次查找。
(5) 輸入選擇AP之密碼，點擊CONFIGURE & RESTART，等待重啟。
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22. [bookmark: _Toc117541516]電腦連接相同AP
打開電腦Wi-Fi選擇連接頁面，選擇與步驟21相同AP進行連線。
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23. [bookmark: _Toc117541517]從命令提示字元取得IP範圍
[image: ]
24. [bookmark: _Toc117541518]使用IPScanner掃描LinkIt設備IP
軟體下載網址：https://www.advanced-ip-scanner.com/tw/。
Note：實驗過程中，如果大家使用相同Wi-Fi連線，可能會掃描到多台7688，可從MAC address確認自己的7688是哪個IP。
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25. [bookmark: _Toc117541519]登入7688 Duo系統
(1) 電腦與7688Duo連上相同AP後，就可再次通過IP或mylinkit.local連接到LinkIt7688。
(2) 連線軟體可自行選擇，這裡以MobaXterm透過SSH進行連線。
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26. [bookmark: _Toc117541520]檢查網際網路連線
(1) 輸入ping -c 5 www.mediatek.com檢查是否已建立Internet連接。
(2) 如果看到與下圖相同畫面，則表示已連接到Wi-Fi網絡的AP。
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(3) Wi-Fi LED每秒閃爍一次，表示AP mode處於活動狀態；如果ping回應錯誤，例如目的地不可達，請檢查無線AP的設置。
27. [bookmark: _Toc117541521]組裝DHT 22、Light Sensor
(1) 先拔掉Micro USB，並將LinkIt7688Duo插上擴充板。
(2) 接著將以下Sensor也插上擴充板：
a. DHT22：D5
b. LightSensor：A2
(3) 接上Micro USB。
Note：重新接回Micro USB後，正常情況下會自動連回先前所設的Wi-Fi上，IP通常不會變，除非原先IP已被其他設備使用，那麼就得回到Step 24重新掃描。
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28. [bookmark: _Toc117541522][bookmark: _Toc46047149]下載Arduino IDE
開啟瀏覽器輸入https://www.arduino.cc/en/Main/Software。
Note：注意此處的版本號為1.8.13，在Arduino IDE 2.0以上的介面會與本教學呈現之介面有些許差異，可依自己習慣或經驗選擇版本。
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29. [bookmark: _Toc117541523]安裝Arduino IDE
(1) 安裝過程都點選Next。
(2) 完成後開啟Arduino IDE即可使用。
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30. [bookmark: _Toc117541524]配合Arduino IDE安裝驅動程式
皆點選安裝。
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31. [bookmark: _Toc88667688][bookmark: _Toc117541525]取得LinkIt 7688 Duo的支援
開啟Arduino IDE，點選File→Preferences，在Additional Boards Manager URL輸入http://download.labs.mediatek.com/package_mtk_linkit_smart_7688_index.json，點擊OK。
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放入後看到Arduino IDE出現Error，屬正常現象，因LinkIt提供的URL已失效，但不必將URL移除，我們會透過另一種手動加入的方式去運行。
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32. [bookmark: _Toc117541526]LinkIt 7688 Duo package手動放入
將以下網址內的檔案解壓縮。
https://drive.google.com/file/d/1D6eXWRj8XFw-0q4b7IhNFglxQpizOAF9/view?usp=sharing
確認存放package資料夾的路徑(下圖)。

將Arduino15資料夾複製到路徑中。注意：如果有使用過Arduino IDE做其他實驗或安裝其他package/library，請篩選檔案，勿直接覆蓋，避免原package/library無法使用。
接著重啟Arduino IDE。
33. [bookmark: _Toc117541527]在Boards Manager新增7688
點擊Arduino IDE上方的Tools→Boards Manager，並於搜尋框中輸入「7688」就會出現LinkIt Smart 7688 Duo，點擊安裝。
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34. [bookmark: _Toc117541528]選擇LinkIt Smart 7688 Duo
現在就可以在Tools→Board中看見LinkIt Smart 7688 Duo開發版。
Note：在燒寫程式進LinkIt 7688時，Board記得要選LinkIt Smart 7688 Duo。
[image: ]
35. [bookmark: _Toc117541529]選擇COM Port
在接上LinkIt 7688 Duo時，可以到裝置管理員介面中的連接埠查看新增的Port是幾號，該Port就是LinkIt 7688 Duo的COM Port (如左圖)，而後再回到Arduino IDE中，點擊Tools→Port，選擇與左圖相同的COM Number (如右圖)。
Note：在燒寫程式進LinkIt7688時，COM Port記得要選對，否則COM Port沒對到，將無法燒寫。
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36. [bookmark: _Toc117541530]Arduino安裝程式庫
開啟Arduino IDE，點擊草稿碼→匯入程式庫→管理程式庫→輸入dht→DHT sensor library安裝。
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37. [bookmark: _Toc117541531]下載Library
下載網址：https://github.com/Seeed-Studio/Grove_Temperature_And_Humidity_Sensor。
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38. [bookmark: _Toc117541532][bookmark: _Toc46047150]匯入Library
Include Library→Add .ZIP Library。
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39. [bookmark: _Toc117541533]Arduino IDE端程式撰寫
點擊File→New並輸入程式，接著點擊編譯並上傳。
MCU程式碼：請至以下https://gitlab.com/jyoulin/awsiot_2022.git複製。
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Note：讀取溫溼度感測數值後，透過Bridge將數值傳送到MPU。
40. [bookmark: _Toc117541534][bookmark: _Toc46047151]讀取結果
[image: ]
41. [bookmark: _Toc117541535]安裝套件
(1) 開啟MobaXterm。
(2) 輸入LinkIt 7688 Duo IP與Port，接著輸入帳號與密碼進行登入。
(3) 接著進行安裝更新，請直接輸入以下指令：
· opkg update
· uci set yunbridge.config.disabled=0
· uci commit 
· reboot
(4) 使用MobaXterm重新登入
(5) 安裝sftp
· opkg update
· opkg install openssh-sftp-server
(6) 安裝AWSIoTPythonSDK
· pip install AWSIoTPythonSDK
(7) 重新SSH
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42. [bookmark: _Toc46047152][bookmark: _Toc117541536]Python端程式撰寫
輸入vim ht_aws_time.py創建程式。
MPU程式碼請至以下https://gitlab.com/jyoulin/awsiot_2022.git複製。
回到MobaXterm按下滑鼠右鍵就會貼上，接著進入編輯模式。
程式碼中，以下幾項需要修改：
· host=“XXXXX-ats.iot.us-east-1.amazonaws.com”中，XXXXX請改為Step 8的Host值。
· certificatePath=“./aws_7688_test_certifications/XXXXX-certificate.pem.crt”，XXXXX請改為自己的憑證序號，privateKeyPath也一樣。
· myAWSIoTMQTTClient內的“7688_thing”是於AWS平台創建的thing名稱。
· myAWSIoTMQTTClient.publish內的“7688_thing_topic”為Step 45的Subscription topic，記得程式中的topic名稱一定要與AWS Web UI的topic名稱相同。
Note：在系統控制台中，我們輸入的指令就跟linux一樣；文字編輯器模式下，按下i鍵即輸入模式，按下ESC即退出該模式，按下「:」並輸入wq即可儲存並離開。
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43. [bookmark: _Toc117541537]LinkIt 7688 Duo目錄階層：
LinkIt 7688 Duo
   ├─ aws_7688_test_certifications
   │    ├── XXXXX-certificate.pem.crt
   │    ├── XXXXX-private.pem.key
   │    ├── XXXXX-public.pem.key
   │    └── root-CA.crt
   └─ ht_aws_time.py
要注意的是在放置檔案時記得照上面路徑存放，這與程式中抓取憑證路徑有關。
44. [bookmark: _Toc117541538]建立憑證目錄
(1) 在Windows上事先建立aws_7688_certifications資料夾並存放所有憑證。
(2) 將整個資料夾拖曳至MobaXterm左側。
Note：如果發覺拖曳過去卡住了，請重新SSH。
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45. [bookmark: _Toc117541539]設定MQTT client Subscribe
回到AWS IoT，點擊Manage→things→7688_thing。
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點擊Activate→點擊右側MQTT test client。
[image: ]
在訂閱頁面中，於Subscribe to a topic的Topic filter輸入7688_thing_topic，並點選Subscirbe。
要注意的是Topic名稱一定要與程式碼中myAWSIoTMQTTClient.publish的Topic相同。
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46. [bookmark: _Toc117541540]測試
(1) 回到MobaXterm中輸入python ht_aws_time.py，按下Enter執行 (此處執行的程式就是Step 42的程式)。
(2) 觀察Putty視窗中，執行程式後顯示的感測數值，此數值會傳送至AWS Web UI。
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(3) 觀察AWS Web UI中MQTT接收到數值。
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4、 [bookmark: _Toc117541541]Create IoT Analytics
1. [bookmark: _Toc117541542]建立IoT Analytics
點擊Services→All services→IoT Analytics。
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2. [bookmark: _Toc117541543]建立resources
在Resources prefix輸入「analytics7688_sensing」，點擊Create resources。
注意：此處命名請以英文字母開頭，若使用數字開頭會出現錯誤。
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3. [bookmark: _Toc117541544]回到AWS IoT設定Rules
點擊Services→All services→IoT Core。
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4. [bookmark: _Toc117541545]新增Rules
點選左側Message→Routing→Rules，並點擊右側Create rule。
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5. [bookmark: _Toc117541546]為Rules命名
於Rule name輸入Rule名稱(在此命名為analytics7688_sensing)→Next。
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6. [bookmark: _Toc117541547]輸入SQL statement
輸入SELECT * FROM ‘7688_thing_topic’。
注意：此處的「7688_thing_topic」為此教學文件的第三大項之45步的MQTT topic名稱。
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7. [bookmark: _Toc117541548]新增action
點擊Action 1→選擇IoT Analytics→在Channel name上選擇analytics7688_sensing_channel→點擊Create new role。
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8. [bookmark: _Toc117541549]命名role
在Role name命名→Create→點擊Next→點擊Create。
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9. [bookmark: _Toc117541550]回到IoT Analytics
點擊Service→All services→IoT Analytics。
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10. [bookmark: _Toc117541551]在IoT Analytics中的Datasets建立Schedule
點擊左側Datasets→點擊剛剛建立的Dataset「analytics7688_sensing_dataset」→Schedule→Edit。
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11. [bookmark: _Toc117541552]設定Schedule
在Frequency點選Not scheduled進行更改→選擇schedule更新間隔→Minute of hour維持預設值0即可→點擊Update。
在Frequency部分可以依自己的喜好選擇多久更新一次dataset，在做實驗過程中建議間隔時間設定小一點，後續看折線圖較能明顯看出更新差異，但是最後要記得關掉這個排程，否則費用計算會很可觀。
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12. [bookmark: _Toc117541553]執行Schedule
點擊Run now。
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13. [bookmark: _Toc117541554]確認schedule建立成功
請查看Datasets中的Content，確認Status是否為Succeeded，若持續是Creating，請按重新整理頁面。
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14. [bookmark: _Toc117541555]確認dataset內容
請點擊dataset的Name欄位，會看到dataset內容。
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15. [bookmark: _Toc117541556]透過SageMaker畫折線圖
點擊Services→All services→Amazon SageMaker→Notebook→Notebook instances→Create notebook instances。
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16. [bookmark: _Toc117541557]建立notebook instances
命名notebook instance→並在instance type選擇ml.t2.medium。
注意：Notebook instance name請勿使用底線。
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17. [bookmark: _Toc117541558]為SageMaker建立IAM role
點選IAM role的下拉選單→選擇Create a new role→在S3 buckets you specify請點選Any S3 bucket→點選Create role即可看到成功建立IAM role→點擊Create notebook instance，最後會看到Notebook instance的Status為InService。
注意：當點擊Create notebook instance後，大約需要3~6分鐘，Status才會從Pending轉為InService，所以請記得按下F5進行頁面重新整理
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18. [bookmark: _Toc117541559]給予SageMaker存取IoTAnalytics的權限
點擊Service→All services→點擊IAM→選擇左側Roles→點擊於本段落第17步所建立的IAM Role(在此為AmazonSegaMaker-ExecutionRole-20221023T234815)。
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19. [bookmark: _Toc117541560]附加Policies
點擊Attach policies→查找AWSIoTAnalytics進行搜尋→勾選AnalyticsFullAccess→點選右下角Attach policy，做到此即完成IoTAnalytics權限附加。
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20. [bookmark: _Toc117541561]開啟Jupyter
點擊Services→All services→點擊Amazon SageMaker→點擊左側Notebook→Notebook instances→Open Jupyter。
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21. [bookmark: _Toc117541562]開新檔案
進入Jupyter後點擊右上方New→選擇conda_python3。
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22. [bookmark: _Toc117541563]到Git Lab複製繪圖程式碼
請至以下git lab複製程式碼並貼上Jupyter notebook：https://gitlab.com/jyoulin/awsiot_2022.git。
注意：在程式碼中dataset部分，如果你命名的名稱與本教材不同，請更改為自己的名稱
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23. [bookmark: _Toc117541564]首次執行程式碼
將游標停在程式碼區塊上，先按一下shift+enter執行，會出現如下感測值折線圖。
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5、 [bookmark: _Toc117541565]Checkpoint
1. Section 3 - Step 46
I need to see the values of ID, temperature, humidity, light, and time on the 7688 terminal and AWS platform.
2. Section 4 - Step 23
I need to see line charts of temperature, humidity, and light on the JupyterNotebook.
6、 [bookmark: _Toc117541566]The reminder of important steps
· On the slide, all steps named 7688 please rewrite as student number.
For example: 7688_thing →StudentID_thing
· Section 3 - Step 14
Please remember the key in step 14, and when we select the policy in step 16, please select your key to set.
· [bookmark: _GoBack]Section 3 - Step 25
In SFTP software, you can use any software that can transfer files to 7688, such as FileZilla or MobaXterm.
· Section 4 - Step 17
In the IAM role, remember the name you created (ex: AmazonSageMaker-ExecutionRole-20221023T234815) as it will be used in step 18.
7、 [bookmark: _Toc117541567]Remember to shutdown (or delete) all functions
· Please remember to shutdown (or delete) all functions when all experiments are complete, otherwise the fee will continue. 
The functions are as follows:
· IoT Core: Thing、Rules、Policies、Certificates
· IoT Analytics: Channels、Piplines、Data stores、Datasets (Please note the periodicity setting: Frequency →Not Scheduled)
· IAM: Roles/Policies
· Amazon SegaMaker: Notebook (Notebook instance in SegaMaker→Action →Stop)
8、 [bookmark: _Toc117541568]資料來源
· AWS 免費方案
· AWS Articles & Tutorials
2
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root@mylinkit:~# vim ht_aws_time.py
root@mylinkit:~# python ht_aws_time.py

2022-10-23 1 - AWSIoTPythonSDK.core.protocol.internal.clients - DEBUG - Initializing MQTT layer ...

2022-10-23 1 - AWSIoTPythonSDK.core.protocol.internal.clients - DEBUG - Registering internal event callbacks to MQTT layer ...
2022-10-23 1 - AWSToTPythonSDK.core.protocol.mqtt_core - INFO - MgttCore initialized

2022-10-23 1 - AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Client id: 7688_thing

2022-10-23 1 - AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Protocol version: MQTTv3.1.1

2022-10-23 1 - AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Authentication type: TLSv1.2 certificate based Mutual Auth.
2022-10-23 1 - AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Configuring endpoint ...

2022-10-23 1 - AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Configuring certificates and ciphers

2022-10-23 1 - AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Configuring reconnect back off timing...

2022-10-23 1 - AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Base quiet time: 1.000000 sec

2022-10-23 1 - AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Max guiet time: 32.000000 sec

2022-10-23 1 - AWSToTPythonSDK.core.protocol.mqtt_core - INFO - Stable conmection time: 20.000000 sec

2022-10-23 1 - AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Configuring offline requests queueing: max queue size: -1
2622-10-23 1 _ AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Configuring offline requests queue draining interval: 0.500000 sec
2022-10-23 1 - AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Configuring connect/disconnect time out: 10.000000 sec
2022-10-23 1 AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Configuring MQTT operation time out: 5.000000 sec

Connecting AWs MQTT "broker ...

2022-10-23 - AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Performing sync connect

2022-10-23 - AWSIoTPythonSDK.core.protocol.mqtt_core - INFO - Performing async connect ...

2022-10-23 - AWSToTPythonSDK.core.protocol.mqtt_core - INFO - Keep-alive: 600.000000 sec

2022-10-23 B o 1Dy ous0R¥coreip i Tocolia Fen 1Mot e DI OBV e oKt liiee i el url

2022-10-23 - AWSToTPythonSDK.core.protocol.mqtt_core - DEBUG - Passing in general notification callbacks to internal client ...
2022-10-23 - AWSIoTPythonSDK.core.protocol.internal.clients - DEBUG - Filling in fixed event callbacks: CONNACK, DISCONNECT, MESSAGE
2022-10-23 - AWSIoTPythonSDK.core.protocol.internal.clients - DEBUG - Starting network I/0 thread ...

2022-10-23 - AWSIoTPythonSDK.core.protocol.internal.workers - DEBUG - Produced [connack] event

2022-10-23 - AWSIoTPythonSDK.core.protocol.internal.workers - DEBUG - Dispatching [connack] event

2022-10-23 - AWSIoTPythonSDK.core.protocol.internal.workers - DEBUG - No need for recovery

ezt - AWSIoTPythonSDK.core.protocol.internal.clients - DEBUG - Invoking custom event callback ...

Connecte

id: 14

Humidity: 56.10

Temperature: 26.90

Light: 71

Time: 20221023224257

- AWSIoTPythonSDK.core.protocol.mqtt_core - INFO
- AWSIoTPythonSDK.core.protocol. internal.clients
2022-10-23 1 - AWSIoTPythonSDK.core.protocol. internal.workers
2022-10-23 1 - AWSIoTPythonSDK.core.protocol. internal.workers
2022-10-23 14:42:57,448 - AWSIoTPythonSDK.core.protocol. internal.clients
- AWSIoTPythonSDK.core.protocol. internal.clients

performing sync publish ...

DEBUG - Filling in custom puback (Qos=0) event callback ...

DEBUG - Produced [puback] event

DEBUG - Dispatching [puback] event

DEBUG - Invoking custom event callback ...

DEBUG - This custom event callback is for pub/sub/unsub, removing it after invocation ...

id: 15
Humidity: 58.60
Temperature: 26.90
Light: 69

Time: 20221023224308

5 - AWSToTPythonsSDK.core.protocol.mqtt_core - INFO
2022-10-23 1 8,138 - AWSIoTPythonSDK.core.protocol.internal.clients
2022-10-23 14:43:08,362 - AWSIoTPythonSDK.core.protocol. internal.workers
2022-10-23 1 8,365 - AWSIoTPythonSDK.core.protocol.internal.clients
2022-10-23 1 8,367 - AWSIoTPythonSDK.core.protocol. internal.clients

5 - AWSIoTPythonSDK.core.protocol. internal .workers

performing sync publish ...

DEBUG - Filling in custom puback (QoS>0) event callback ..

DEBUG - Dispatching [puback] event

DEBUG - Invoking custom event callback ...

DEBUG - This custom event callback is for pub/sub/unsub, removing it after invocation ...
DEBUG - Produced [puback] event

id: 16

Humidity: 58.70

Temperature: 26.90

Light: 70

Time: 20221023224319

- AWSIoTPythonSDK.core.protocol.mqtt_core - INFO

performing sync publish ...

2022-10-23 1 - AWSToTPythonSDK.core.protocol . internal.clients - DEBUG - Filling in custom puback (Qos>0) event callback ...

2022-10-23 1 - AWSToTPythonSDK. core.protocol. internal .workers - DEBUG - Produced [puback] event

2022-10-23 1 - AWSIoTPythonSDK.core.protocol.internal.workers - DEBUG - Dispatching [puback] event

2022-10-23 L - AWSIoTPythonSDK.core.protocol.internal.clients - DEBUG - Invoking custom event callback ...

2022-10-23 1. - AWSIoTPythonSDK.core.protocol.internal.clients - DEBUG - This custom event callback is for pub/sub/unsub, removing it after invocation ...





image76.png
AWS loT > MQTT test client

MQTT test client we

You can use the MQTT tast client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are

identified by topics to communicate their state to AWS IoT. AWS IoT also publishes MQTT messages to inform devices and apps of changes and

events. You can subscribe to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.

Subscribe to a topic | Publish to a topic

Topicfilter  nfo

The topic flter describes the topic(s) to which you want to subscribe. The tapic filter can include MQTT wildcard characters.

7688_thing_topic

» Additional configuration

Subscriptions

7688_thing_topic X

Saws)/things/7688_thing/shadow/name/+/update/+ Q X

Saws/things/7688_thing/shadow/name/+ /documents Q@ X

Saws)/things/7688_thing/shadow/+ /rejected X
$aws/events/subscriptions/+/7688_thing X
Saws/things/7688_thing/shadow/nme/+ /delete/+ Q@ X
Saws/things/7688_thing/shadow/update/documents Q X

B Saws/events/presence/+/7688_thing X%

Saws/things/7688 _thing/shadow/+ /accepted o x

7688_thing_topic

[rawe ][_cear ] [owon ][ |

v 7688_thing_topic  October 23, 2022, 22:43:17 (UTC+0800)

“Light™: "70",
“Hunidity”; "58.7e",
Temperature

" 16,

"Time": "20221623224319"

w 7688 thing_topic  October 23,2022, 22:43:06 (UTC+0800)

"Light": 69",
Humidity"

Temperature

"I 15,

"Tima": 2621162222430

October 23, 2022, 22:42:55 (UTC+0800)

¥ 7688_thing_topic

Lignt™: 717,
“Hunidity": "56.10",
“Temparatura™: "26.00",
107 1a,

"Time": 2022102322257





image77.png
aws

Recently visited

Favorites

[~ Analytics

Application Integration
2 AR&VR

(=] AWS Cost Management
s Blockchain

iy Business Applications

Ol Compute

g Containers
£) Customer Enablement
= Database

22 Developer Tools

B & O

Incident Manager

Automated incident response plans in AWS Systems Manager.

Inspector
Analyze Application Security

Amazon Interactive Video Service

Managed live video streaming service from ingest to playback

loT 1-Click

Trigger AWS Lambda functions from simple devices

loT Analytics

Collect, preprocess, store, ana. 3 isualize data of IoT devices

loT Core
Connect Devices to the Cloud

loT Device Defender

Secure your fleet of connected loT devices

loT Device Management

Securely Manage Fleets as Small as One Device, or as Broad as Millions of Devices

N. Virginia ¥





image78.png
Seviees | Q

AWS IoT Analytics

Channels

» Pipelines
Data stores
Datasets

Notebooks

Settings
Documentation [4
Forums [

Contact us 2

© New console experience
Tellus what you think

B 4 ©® ooy

@ Introducing the new IT Analytics console experience
Wefre updating the console experlence for you. Try the new experlences and let us know what you thirk. You can turn off the new experience from the navigation
menu

AW IoT Analytics

AWS loT Analytics

Get started with AWS loT Analytics

Use this one-clck quick st tocreate your channel,piseling, dsta store, and dataset. Thes rezources process and archive your raw T device dota

Resources prefix

i Apref can descr

9 BB A G A B F
e B R BT Fvﬁ»‘ﬁ & e

MQTT topic - optional

WHGGRrGs (+ o) Aot 2 partof 3 19pi evel. MUIHevel wilocards () must D2 the st charactr I sec.

=3

Prepare your data with AWS loT Analytics

back  Englsh(US) v




image79.png
B & O

AWS IoT Analytics © Introducing the new IoT Analy tics console experience
We're updating the console experience for you. Try the new experiences and let us know what you think. You can turn off the new experience from the navigation

menu.

Chamnels

v Pipelines AWS loT Analytics

vities

AWS loT Analytics

Data stores
Datasets

Notebooks

Settings
Documantation [ analytcs7638_sensing_channel @ Succeeded
Forums B2 analytics7688 sensing_datastore @ Succeeded
Contact us [ analytics7688_sensing_pipeline @ Succeeded

analytics7685_sensing_dataset @ Succeeded

© Newconsole experience

Tell s what you think ‘Your resources have been created successfully. You can use the BatchPutMessage API operation or an AWS T Core topic rule to send data to your resources.
You can enable [ogging for your resources on the Settings page.

TR —

Prepare your data with AWS IoT Analytics





image80.png
2N ® N. Virginia v

Recently visited to default layout + Add widgets

Favorites 1AM

Manage access to AWS resources

I:l 2 :ome to AWS

IAM Identity Center (successor to AWS Single Sign-On)

Manage workforce user access to multiple AWS accounts and cloud applications

[l Analytics . Find out the fundamentals and valuable
Incident Manager

Automated incident response plans in AWS Systems Manager.

g - information to get the most out of AWS.
Application Integration N

AR& VR
Inspector

AWS Cost Management R
Analyze Application Security Learn from AV perts and advanc

Blockchain skills and knowledge
Amazon Interactive Video Service

Managed live video streaming service from ingest to playback

Business Applications
Compute

Containers loT 1-Click

Trigger AWS Lambda functions from simple devices
Customer Enablement
Database loT Analytics

. Collect, preprocess, store, analyze and visualize data of loT devices
Developer Tools

End User Computing loT Core 3

Front-end Web & Mobile Lot veviees (o the C

s for current month

Game Development : - 3zon EC2 Container Registry ... US$0.01

Feedback  Looking for language selection? Find it in the new Unified Settings [ ©2022, Amazon Web Services, Inc. or its affiliates. ~ Privacy  Terms  Cookie preferences




image81.png
AWS loT X AWS loT Message Routing Rules

Monitor Rules (0) info

Rules allow your things to interact with other servi

(c]

Fi .
Connect one device Q Find rules

Connect

» Connect many devices
Name

Test
» Device Advisor

MQTT test client

Manage

» All devices

> Greengrass devices
» LPWAN devices

» Remote actions

¥ Message Routing

Destinations

Retained messages
» Security

» Fleet Hub

A

Status v Ruletopic

No rules

You don't ha

Create rule ‘

s in us-east-1

Created date

@




image82.png
AWS loT

Monitor

Connect
Connect one device

» Connect many devices

Test
P Device Advisor

MQTT test client

Manage

P All devices

P Greengrass devices

» LPWAN devices

» Remote actions

¥ Message Routing
Rules

Destinations

AWS 0T > Message Routing » Rules

Step 1
Specify rule properties

Create rule

Specify rule properties i

A rule resource contains a list of actions based on the MQTT topic stream.

Rule properties

Rule name

analytics7688_sensing jjum e mam ) A

Enter an alphanumeric string that can also contain underscore () characters, but no spaces.

Rule description - optional
Enter a description to provide additional details about the rule to others.

A description of your new rule

» Tags - optional

Cancel

| Next





image83.png
AWS loT X AWSIoT > Message Routing > Rules > Createrule

step1 3
Monitor Specify rule properties Configure SQL statement ur.
Add 5 simplified SQL syntax to filter messages received on an MQTT topic and push the data elsewhere.

Step2

Connect Configure SQL statement SQL statement
Connect ore device
» Connect many devices Gpe .
The version of the SQL rules engine to use when evaluating the rue
2016-03-23 v

Test Step s

» Device Advisor SQL statement

Enter an SQL statement using the following: SELECT <A'mbkm:r: FROM <Tepic it &7?&&2“““” For example: SELECT [ 7 68 8 thlng_toplc ] ﬁ]

Step 63 89MQTT topic 4 #%

> Al devices

MQTT test clie

» Greengrass devices

» LPWAN devices

» Remote actions

» Message Routing
Retained messages

> Security

¥ Fleet Hub

Device Software
8illing groups
Settings

Learn

Feature spotlight

Documentation 4 SQL  Line 1, Column 33

© Newconsole experience

Unified Settings [4 ©2022, Amazon Web Services Inc. or itsaffliates.  Privacy  Terms  Loowie prererences




image84.png
rginia v

AWS loT X AWS loT Message Routing Rules > Create rule
Stept .
Attach rule actions .
Monitor Specify rule properties
An action routes data to a specific AWS service.
sep

Connect Configure SQL statement SQL statement

Connect one device

» Connect many devices step

Attach rule actions SELECT * FROM '7688_thing_topic’
Test Step4
» Device Advisor Rule actions

Select one or more actions to hapf n the above rule is matched by an inbound message. Actions define additional activities that

You can add up to 10

MQTT test client ages arrive, like storing them in a database, invoking cloud functions, or sending noti

Manage

>
All devices IoT Analytics

Send a message to loT Analytic

» Greengrass dev

» LPWAN devices
Channel name info

» Remote actions
analytics7688_sensing_channel U c ‘

» Message Routing
Retained messages Create loT Analytics channel [2
» Security
Batch mode
» Fleet Hub The payload that contains a JSON il be sent to loT Analytics via a b
] Use batch mode
Device Software 1AM role
ose a role to grant AWS IoT access to your endpoint.
Billing groups
Choose an IAM role vl e ‘

Settings

“ AWS loT will automatically create fix of “aws-iot.rule your 1AM role sel
Learn

Feature spotlight

Documentation [2 Add rule action




image85.png
Create role X

Role name

Enter a unique role name that contains alphanumeric characters, hyphens, and underscores. A role

name can't contain any spaces.
caHCEl





image86.png
Monitor

Connect

» Connect many devices

Connect one device

Test

>

Device Advisor

MQTT test cient

Manage

>

>

>

Al devices
Greengrass devices
LPWAN devices
Remote actions
Message Routing
Retained messages
Security

Fleet Hub

Device Software

Billing groups

Settings

Leam

Feature spotlight

Documentation 4

© New console experience

p—

© Successfully created role analytics7688_sensing

[rp—

B & O

N.Virginia v

Rule actions

Action 1

0T Analytics

v [ Remove
Channel name nfo
analytics7688_sensing_channel v [c View &4

Create loT Analytics channel (2

Batch mode

Use batch mode

1AM role

Add rule action

Error action - optional

You can optionaly set an acton that

1 be executed w

Add error action

g with processing yourrle If

[ —




image87.png
B & O

N.Virginia v

© Successfully created role analytics7688_sensing

Monitor Review and create Descripton
Connect
Step 2: SQL statement Edit
Connect one device
> Connect many devices
SQL statement
Test SQL version
» Device Advisor 20160323
MQTT test client
SQL query

SELECT * FROM 7688_thing_topic’

Manage

» Atdees Step 3:Rul actions (e ]

» Greengrass devices

> LPWAN devices

Actions

» Remote actions

> Message Routing
IoT Analytics

Retained messages Senda message toloT Ans

> Security

> Fleet Hob Channet name Batch mode 1AM role
analytics7688_sensing_channel False amawsiam: role/s

Device Software role/analytics7688 _sensing &4

g groups

Settings
Error action
Learn

Feature spotlight

No error action
Documentation (2





image88.png
aws =~ 1 for services, features, blogs, docs, and more [Alt+S] B 4 @ Nvignav

Incident Manager

Automated incident response plans in AWS Systems Manager.

Recently visited X

Favorites Inspector

|:I Analyze Application Security

Amazon Interactive Video Service
Managed live video streaming service from ingest to playback

2] Analytics
loT 1-Click

Trigger AWS Lambda functions from simple devices

%] Application Integration

) AR& VR

AWS Cost Management loT Analytics 3
‘Louect, preprocess, store, anc. isualize data of loT devices

ws Blockchain

iy Business Applications loT Core

Connect Devices to the Cloud
Compute

Containers loT Device Defender

Secure your fleet of connected IoT devices

2) Customer Enablement

& Database IoT Device Management

Developer Tools Securely Manage Fleets as Small as One Device, or as Broad as Millions of Devices





image89.png
(2] PaN @ N. Virginia v

AWS IoT Analytics @ Introducing the new loT Analytics console experience

We're updating the console experience for you. Try the new experiences and let us know what you think. You can tum off the new experience from the navigation
menu.
Channels
» Pipelines AWS IoT Analytics > Datasets

Datasets (1)

Create dataset

Notebooks

1 ®
Settings Name Type Triggers Status Created Last updated
Documentation [4 trigger has been set yet. @Active  Oct 23,2022 10:59:37PM #0800  Oct 24, 2022

Forums [ »

Contact us [

@ New console experience

Tell us what you think

Unified Settings[4 es, Inc. or its affiliates. acy Terms  Cookie preferences





image90.png
services | Q B 4 © owons

AWS loT Analytics © Introdudng the new 10T Analytics console experience
We're updating the console experience for you. Try the new experiences and let us know what you think. You can tum off the new experience from the

navigation menu.
Channels
» Pipelines
Data stores Overview
Datasets
Notebooks Dataset ARN Info Created
L
dataset/analytics7688._sensing_dataset
Lastupdated
Settings Type Jan 24,2022 3:12:19 PM 0800
Documentation [ Query
Forums [ Status
Contact us 4 @Acive
© New console experience
Tell us what youthink
Details | Content ent retention settings | Dataset content delivery rules | Tags
Schedule

Noschedule has been set yet.





image91.png
B & O

Oregon v

© Introducing the new 10T Analytics console experience
We're updating the @onsole experience for you. Try the new experiences andlet us know what you think. You can turn offthe new experience from the navigation menu.

AWS 0T Analytics > Datasets > analytics7688_sensing_dataset > Edit schedule

Update dataset

Set schedule

Schedula the query to run ragularly to refresh the dataset. Plaase note that th old dataset willbe cverwitten each
me the query Is run.

Frequency

Not scheduled

» Preview expression





image92.png
BB & @ Oregonv

g the new loT Analytics console experience
LE Not scheduled . You can turn off the new experience from the navigation menu.

Every 1 minute

Every 5 minute

R A % A F ¥ — Rkdataset * TR A
YR C &4 EAE o AR R e R s —
X —TAERSFREERA 2
ARG BT AR FTRAE

will be overwritten each

Rt H e mTH

Every 15 minute

Every 20 minute

Every 30 minute

Hourly

Daily

Weekly

Monthly

Advanced

Not scheduled

» Preview expression

Cancel Update

Feedback  English (US) v ©2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms  Cookie preferences




image93.png
B 4 © ooy

© Introducing the new IoT Analytics console experlence
Were updating the console expesience for you. Try the new experiences and let us know what you think. You can turn offthe new experience from the navigation menu.

AWS [0 Analytics > Datasets > analytics7688_sensing dataset > Edit schedule

Update dataset

Set schedule

Schedule the query to run regularly to refresh the dataset. Please note that the old dataset will be overwitten each
time the query i run.

Frequency
Dataset schedules can be rested and ecited a any tme.

Every 15 minute v

SE R He 5 R ORR T

» Preview expression

Cancel





image94.png
Services e}

AWS loT Analytics

Channels
Pipelines
Data stores
Datasets

Notebooks

Settings
Documentation [2
Forums [4

Contact us [2

@ New console experience
Tell us what you think

@ Introducing the new loT Analytics console experience

L @  selectaRegionv

We're updating the console experience for you. Try the new experiences and let us know what you think. You can tum off the new experience from the navigation

menu.

© You've successfully updated your dataset

AWS 10T Analytics » Datasets > analytics7688_sensing_dataset

analytics7688_sensing_dataset

Overview

Dataset ARN Info

iotanalytics:us-east-
1 «dataset/analytics7688_sensing_dataset

Created
Oct 23, 2022 10:59:37 PM +0800

Last updated
o

Run now

[ oetee |

Details Content Schedule

SQL query

SELECT * FROM analytics7688_sensing_datastore

Dataset content retention settings

Dataset content delivery rules

Tags




image95.png
Services | Q

AWS loT Analytics

Channels
Pipelines
Data stores
Datasets

Notebooks

Settings
Documentation [2
Forums [

Contact us [2

@© New console experience
Tell us what you think

@ Introducing the new loT Analytics console experience

L @  selectaRegionv

We're updating the console experience for you. Try the new experiences and let us know what you think. You can tum off the new experience from the navigation

menu.

© You've successfully updated your dataset

AWS loT Analytics > Datasets > analytics7688_sensing_dataset

analytics7688_sensing_dataset

Overview

Dataset ARN Info

am:awsiiotanalytics:us-east-
1 «dataset/analytics7688_sensing_dataset

Type
Query

Status
© Active

Created
Oct 23, 2022 10:59:37 PM +0800

Last updated
o

o f —

Details Content Schedule

SQL query

SELECT * FROM analytics7688_sensing_datastore

Dataset content retention settings

Dataset content delivery rules

Tags




image96.png
Services | Q

AWS loT Analytics

Channels
Pipelines
Data stores
Datasets

Notebooks

Settings
Documentation [2
Forums [4

Contactus [4

@ New console experience
Tell us what you think

@ Introducing the new loT Analytics console experience

s 0

Select a Region ¥

We're updating the console experience for you. Try the new experiences and let us know what you think. You can tum off the new experience from the navigation menu.

© Youve successfully started the query for your dataset.
Dataset content version: ce

AWS loT Analytics > Datasets > analytics7688_sensing_dataset

analytics7688_sensing_dataset

Overview

Dataset ARN Info
am:awsiiotanalytics:us-east-
1 :dataset/analytics7688_sensing_dataset

Type
Query

Status
@ Active

Details Content Schedule Dataset content rete

n settings

Created

Last updated
Oct 23, 2022 11:27:44 PM 40800

Dataset content delivery rules

Run now

Tags

Jo R % — # ACreating » 353 FFS5& 7 %38

Dataset contents (1)

Date Name

Duration

@ Succeeded





image97.png
£H @ selectaRegionv

AWS loT Analytics @ Introducing the new loT Analytics console experience
We're updating the console experience for you. Try the new experiences and let us know what you think. You can tum off the new experience from the navigation menu.

Channels © Youve successfully started the query for your dataset.

» Pipelines Dataset content version: ce

Data stores
AWS loT Analytics > Datasets > analytics7688_sensing_dataset

Datasets
Notebooks . .
analytics7688_sensing_dataset Run now
Settings
Documentation [2 Overview
Forums [4
Contact us [3 Dataset ARN Info Created
am:awsiotanalyticsius-east- Oct 23, 2022 10:59:37 PM +0800
1 :dataset/analytics7688_sensing_dataset
@ New console experience Last updated
Tel s what you think Type
Query
Status
@ Active

Dataset contents (1) FHESLEE PR TR > FEr Ry

Date Name Status Duration

(schedulezk 5% 48 £ #— R





image98.png
Senvices | Q £ @  selectaRegion v

AWS IoT Analytics @ Introducing the new loT Analytics console experience
We're updating the console experience for you. Try the new experiences and let us know what you think. You can tum off the new experience from the navigation menu.

Sl © You've successfully started the query for your dataset.
» Pipelines Dataset content version:
Data stores

AWS 10T Analytics > Datasets > analytics7688 sensing_dataset

Result preview

time dt

20221023232837 2022-10-23 00:00:00.000

20221023232848 2022-10-23 00:00:00.000

20221023232859 2022-10-23 00:00:00.000

20221023232709 2022-10-23 00:00:00.000

20221023232720 2022-10-23 00:00:00.000

20221023232731 2022-10-23 00:00:00.000

20221023232742 2022-10-23 00:00:00.000

20221023232753 2022-10-23 00:00:00.000

2 2 8 8 8 83 8 38 3

20221023232804 2022-10-23 00:00:00.000





image99.png
1 , features, blogs,

Recently visited

Favorites

[ services] )

| Analytics

Application Integration

AR& VR
AWS Cost Management
Blockchain
Business Applications
Compute
Containers
Customer Enablement
Database

2 Developer Tools
End User Computing
Front-end Web & Mobile
Game Development

 Intemet of Things

Route 53

Scalable DNS and Domain Name Registration

S3

Scalable Storage in the Cloud

S3 Glacier

Archive Storage in the Cloud

Amazon SageMaker 3

ouns, e, e Uepry macme Leamin

Secrets Manager
Easily rotate, manage, and retrieve secrets throughout their lifecycle

Security Hub

AWS Security Hub is AWS's security and compliance center

Serverless Application Repository

Assemble, deploy, and share serverless applications within teams or publicly

Service Catalog
Create and Use Standardized Products

AWS Signer

Ensuring trust and integrity of your code

& 4 O

N. Virginia v

. You can tum off the new experience from the navigation menu.

In AWS IoT Core topic rule to send data to your re





image100.png
PN ® N. Virginia v

Amazon SageMaker X Amazon SageMaker Notebook instances

Notebook instances

Getting started

Q search notebook instances

Control panel
par Name v Instance Creation time v status v Actions

Studio
Studio Lab [ There are currently no resources.
Canvas

RStudio

SageMaker dashboard
Images
Lifecycle configurations

Search
» Ground Truth

¥ Notebook

Notebook instances

Git repositories

» Processing




image101.png
aws

B 4 ® NVignav

Amazon SageMaker X Amazon SageMaker Notebook instances Create notebook instance

Create notebook instance

Amazon SageMaker provides pre-built fully managed notebook instances that run Jupyter notebooks. The notebook instances
include example code for common model training and hosting exercises. Learn more [4

Getting started

Control panel
< Notebook instance settings
udio

Studio Lab [4
Notebook instance name

- B e ssrTnnan

Maximum of 63 alphanumeric characters. Can include hyphens (-}, but not spaces. Must be unique within your account in an AWS Region.

Notebook instance type

Images Elastic Inference Learn more [4
Lifecycle configurations Hone v
Search
eare Platform identifier Learn more [4
» Ground Truth Amazon Linux 2, Jupyter Lab 1 v
v Notebook » Additional configuration

Notebook instances
Git repositories
Permissions and encryption
» Processing
1AM role

Notebook instances require permissions to call other services including SageMaker and S3. Choose a role or let us create a role with the
AmazonSageMakerFullAccess IAM policy attached.

» Tr

» Inference v




image102.png
RStudio

SageMaker dashboard
Images
Lifecycle configurations

Search
» Ground Truth

¥ Notebook
Notebook instances

Git repositories

P Processing

» Training

» Inference

Permissions and encryption

1AM role
Notebook instances require permissions to call other services including SageMaker and $3. Choose a role or let us create a role with the
AmazonSageMakerFullAccess 1AM policy attached.

Enter a custom IAM role ARN A

Create a new role

Enter a custom IAM role ARN

Use existing role

© Enable - Give users root access to the notebook

() Disable - Don't give users root access to the notebook
Lifecycle configurations always have root access

Encryption key - optional
Encrypt your notebook data. Choose an existing KMS key or enter a key's ARN.

No Custom Encryption v





image103.png
Create an 1AM role X

Passing on 1AM roe gives Amazon SageMker perission to perform actions i other AWIS sorices o yous bahal.Creating a role herewil
arant permissicns deseried b the AmasonSageMakerFull Access [2AM policy o therole you create

The IAM role you create will provide access to:

O Any 3 bucket

Al users thet have access o your nateboakinstance acces to ry bucket and it con

Comma dolimited. ARN, e not supported.

None

© Any 53 bucket with sagemaker” i the name
© Any 53 object with “segemaker” n the name
© Any 53 object with the tag "sagemaker” and value “rue’ see objec tagging [4

© 5 bucket with a Bucket alicy allowing access to SegeMaker Sce 53 budet potces [4





image104.png
Amazon SageMaker X Notebook instance type

mlt2.medium v
Getting started Elastic Inference Learn more [4
none v

i A
Control panel Platform identifier Learn more [4

Studio Amazon Linux 2, Jupyter Lab 1 v
Studio Lab [4 » Additional configuration

Canvas

RStudio

Permissions and encryption

SageMaker dashboard
1AM role

ok instances require permissions to call ot

r services including SageMaker and S3. Choose a role o

Images Not

Lifecycle configurations

AmazonSageMaker 0221023T234815

Search

Success! You created an IAM role.
AmazonSageMaker-ExecutionRole-20221023T234815 [4

» Ground Truth

¥ Notebook
Notebook instances O Enable - Give users root access to the notebook
Git repositories Disable - Don't give users root access to the notebook
Lifecycle configurations always have root access
» Processing Encryption key - optional
Encrypt your notebook data. Choose an existing KMS key or enter a key's ARN.
» Training No Custom Encryption v

» Inference




image105.png
Amazon SageMaker

Getting started

Control panel
Studio
Studio Lab [
Canvas

RStudio

SageMaker dashboard
Images
Lifecycle configurations

Search

» Ground Truth

¥ Notebook
Notebook instances

Git repositories

» Processing

» Training

» Inference

Feedback

Permissions and encryption

1AM role
Notebook instances require permissions to call other services including SageMaker and S3.
AmazonSageMakerFullAccess IAM policy attached

‘AmazonSageMaker-ExecutionRole-20221023T234815

hoose a role or let us create a role with the

Success! You created an IAM role.
AmazonSageMaker-ExecutionRole-20221023T234815 [

Root access - optional
O Enable - Give users root access to the notebook

Disable - Don't give users root access to the notebook
Lifecycle configurations als

s have root access

Encryption key - optional
Encrypt your notebook data. Choose an existing KMS key or enter a key's ARN.

No Custom Encryption

» Network - optional

» Git repositories - optional

» Tags - optional

Unified Settings [

Cancel

©2022, Amazon Web Services, Inc. or its affiliates.  Privacy ~ Terms  Cookie preferences




image106.png
Services Q s

(23] N @ N. Virginia v

Amazon SageMaker X © Success! Your notebook instance is being created.

View details X
Open the notebook instance when status is InService and open a template notebook to get started.

Amazon SageMaker » Notebook instances

Getting started

Notebook instances
Control panel

Create notebook instance

Studio Q, Search notebook instances 1 ©
Studio Lab [4
N Name v Instance Creation time v Status v Actions
RStudio mLt2.medium Oct 23,2022 15

SageMaker dashboard

Images

Lifecycle configurations
Search

1
1
\4
» Ground Truth

WWEXYE 2360 F—H
S HPending - 3§ £ FFS% #1452

Git repositories

» Processing




image107.png
Amazon SageMaker X Amazon SageMaker Notebook instances

Notebock nsances (o]

Q Search notebook instances 1 ®

Getting started

Control panel

Name v Instance Creation time v Status v Actions

Studio
Studio Lab [2 ml.t2.medium Oct 23, 2022 15:51 UTC © InService Open Jupyter | Open JupyterLab

Canvas

RStudio

SageMaker dashboard
Images
Lifecycle configurations

Search

» Ground Truth




image108.png
aws

Tz

Recently visited

Favorites

eI

[Zl Analytics

[¥] Application Integration
) AR&VR
(5] AWS Cost Management
s Blockchain
(I Business Applications
© Compute
@@ Containers

) Customer Enablement
Database
Developer Tools

End User Computing

vices, features

Amazon HealthLake e—
Making sense of health data C

Amazon Honeycode
Build mobile and web apps without programming
Status

@ InService

1AM 3
miatiaye access 1. surces

IAM Identity Center (successor to AWS Single Sign-On)

Manage workforce user access to multiple AWS accounts and cloud applications

Incident Manager
Automated incident response plans in AWS Systems Manager.

Inspector
Analyze Application Security

Amazon Interactive Video Service

Managed live video streaming service from ingest to playback

cs, and more [ALt+S] (2] L @ N. Virginia ¥

Create notebook instance

Actions

:

@





image109.png
Services 2] L ® Global v

Identity and Access re. Learn more

Management (IAM)
1AM R
Q A Roles (21) info = Delete
An IAM role is an identity you can create that has spec ific permissions crede s that are valid for shol
Dashboard ura R e assume entities that you trus
¥ Access management e gy @
User groups
Users Role name Ao Trusted entities Lastac... ¥
sagemaker -
Policies
Identity providers analytics7688_sensing AW ice: iot 16 minutes ago
Account settings AWSServiceRoleForAmazonElasticFileSystem AWS Service: elasticfilesystem (Service-Linked Role) -
¥ Access reports AWwssServiceRoleForApplicationAutoScaling_DynamoDBTable AWS Service: dynamodb.application-autoscaling (Service-Linked Role 272 days ago

Access analyzer
AWSServiceRoleForApplicationAutoScaling_ECSService AWS Service:

Archive rules

AWSServiceRoleForAutoScaling AWS Service: autoscaling (Service-Linked Role) -
Analyzers :




image110.png
Identity and Access x
Management (IAM)

Dashboard

¥ Access management
User groups
Users
Roles
Policies
Identity providers

Account settings

¥ Access reports
Access analyzer
Archive rules
Analyzers
Settings
Credential report
Organization activity

Service control policies (SCPs)

IAM Identity Center [ (@XB08

IAM Roles Execut

AmazonSageMaker-ExecutionRole-20221023T234815 Dotete

SageMaker execution role created from the SageMaker AWS Management Console

Summary

Creation date

October 23, 2022, 23:48 (UTC+08:00)

Last activity
None
Permissions Trust relationships Tags Access Advisor

Permissions policies (2) mfo

Policy name ('

AmazonSageMaker-ExecutionPolicy-20221023T234815

AmazonSageMakerFullAccess

ARN

4 am:aws:iam
-20221023T7234815

Edit

role/service-role/AmazonSageMaker-ExecutionRole

Maximum session duration

1 hour

Revoke sessions

Q

4

Simulate Remove
Attach policies
Create inline policy
Type v Description

Customer managed

AWS managed Provides full access to A

»

Unified Settings

© 2022, Amazon Web Services, Inc. or i rivacy Terms Cookie preferences




image111.png
Services | Q B 4 ©® oty

IAM > Roes > AmazonSageMaker-ExecutionRole-20221023T234815
Attach policy to AmazonSageMaker-ExecutionRole-20221023T234815

» Current permissions policies

IE A2 T LA H Hefi A Analyticsd¥ 3 Lo £ bt

Other permissions policies A o Create policy (7
11 maiches 1 (o}
N . -
Clear filters
= Policy name (' - Type Description
@ W AwsloTAnalylicsFulAccess AWS managed Provides full access 10 10
AWSIoTAnalyticsReadOnlyAccess AIS managed Provides read only acces
 AWSQuickSightloTAnalyticsAccess AWS managed Give QuickSigh read-on
W AmazonKinesisAnalyticsFullAccess AWS managed Provides full access to Al
¥ AmazonKinesisAnalyticsReadOnly AWS managed Provides read-only acces
@ 1 AmazonMobileAnalyticsFinancialReportAccess AWS managed Provides read only acces
i AmazonMobiieAnayticsFullAccess ANS managed Provides full access 1o al
¥ AmazonMobileAnalyticsNon-financialReportA AWS managed Provides read only acces
W AmazonMobileAnalyticsWiiteOnlyAccess AWS managed Provides wite only acce:
W QuickSightAccessForSastoragehanagementAnalyticsReadOnly AWS managed Policy used by QuickSig
aws-iol-ruleanalylics7688_sensing-action-1-role-analytics7688_sensing Customer managed

v Unified Settings[2 o s Biveey Tee| Costia paresacer




image112.png
Services | Q

Identity and Access
Management (IAM)

Dashboard

Access management
User groups

Users

Roles

Policies

Identity providers

Account settings

Access reports
Access analyzer
Archive rules
Analyzers
Settings
Credential report
Organization activity

Service control policies (SCPs)

1AM Identity Center [2 ()

1AM Roles

AmazonSageMaker-ExecutionRole-20221023T234815

$SageMaker execution role created from the SageMaker AWS Management Console.

Summary

Creation date
October 23, 2022, 23:48 (UTC+08:00)

Last activity
None

Permissions Trust relationships Tags

Permissions policies (3) nfo

You can attach up to 10 managed polic

Policy name ('

‘AmazonSageMaker-ExecutionPolicy-20221023T234815
AWSIoTAnalyticsFulAccess

AmazonSageMakerFullAccess

Access Advisor

ARN

) am:aws:iam
-20221023T234815

Maximum session duration
1 hour

Revoke sessions

< Simulate

v Type
Customer managed
AWS managed

AWS managed

Delete

Edit

role/service-role/AmazonSageMaker-ExecutionRole

Remove Add permissions ¥

1 @

< Description

Provides full access to 10T Analytics.

Provides full access to Amazon SageM

>




image113.png
Notel]

Recently visited

Favorites

fau serviced o)

Analytics

[ Application Integration
0 AR&VR

(& AWS Cost Management
wa Blockchain

Business Applications

Compute

@ Containers

£) Customer Enablement
Database

Developer Tools

End User Computing
Front-end Web & Mobile
79 Game Development

¢ Intemet of Things

Route 53

Scalable DNS and Domain Name Registration

53

Scalable Storage in the Cloud

S3 Glacier

Archive Storage in the Cloud

Amazon SageMaker 3

s, 1ans, G Uepy Fau e LEAMIn_

Secrets Manager

Easily rotate, manage, and retrieve secrets throughout their lifecycle

Security Hub

AWS Security Hub is AWS's security and compliance center

Serverless Application Repository

Assemble, deploy, and share serverless applications within teams or publicly

Service Catalog

Create and Use Standardized Products

AWS Signer

Ensuring trust and integrity of your code

(2] PN @ N. Virginia v

k. You can tumn off the new experience from the navigation menu.

in AWS loT Core topic rule to send data to your resources. You can





image114.png
N. Virginia v

Amazon SageMaker X Amazon SageMaker Notebook instances
Notebook instances ‘ C Create notebook instance
Getting started 7
Q_ Search notebook in 1 (o]
Control panel L .
Name v Instance Creation time v Status v Actions

Studio

Studio Lab [4 analytics7688-sensing-notebook mLt2.medium Oct 23, 2022 15:51 UTC @ Inservice

Canvas

RStudio

SageMaker dashboard
Images
Lifecycle configurations

Search

» Ground Truth

¥ Notebook
Notebook instances

Git repositories

» Processing




image115.png
: Ju pyter Open JupyterLab Quit Logout

Files Running Clusters SageMaker Examples Conda

Select items to perform actions on them.

Notebook:
I R
The notebook list is empty. Sparkmagic (PySpark)
Sparkmagic (Spark)
Sparkmagic (SparkR)

conda_amazonei_mxnet_p36

0o~ | mi

conda_amazonei_pytorch_latest_p37

conda_amazonei_tensorflow2_p36

conda mxnet p37

conda_python3

conda_tensorflow2_p38

Other:
Text File
Folder

Terminal





image116.png
Z Jupyter analytics7688-sensing Lest Checkpoint 16 53 (unsaved changes) A g

Fle  Edil View hsen  Cel

Viidgets  Help v

| conda_chainer_527 ©

B+ EJ2B 4 ¢ N B C» oo o) (@] 0 ma

In [ ]: inport botod
inport pandas as pd
rom matplotlib inport pyplot as plt

# create IoT Analytics client
client - boto3.client('ictanalytics')

#ofter running the code portion above run the code below with your own dataset

dataset <7688 _censing dataset

datasat_url - client.get_dataset_content(datflethams - dataset)['entries’][@]["dataURT']
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df.set_index(df tine, inplace=True)
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A" )
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+#ig.tight_layout()
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Your device requires a unique device certificate to securely authenticate its identity to AWS loT,
and an AWS loT policy that authorizes it to send and receive messages. We'll create these

resources for your device automatically. You can review and edit their properties later, if

Unified Settings[ 2022, Amazon Web Services, Inc. or its affiliates. ~ Privacy ~ Terms  Cookie preferences

necessary.
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Unified Settings[4

kit (SDK) to your device. AWS IoT supports Device SDKs that

@ This wizard helps you download a software development [6]

run on your device and include a sample program that
publishes and subscribes to MQTT messages. AWS loT
supports Device SDKs in the languages shown below.

Platform and SDK

Choose the platform OS and AWS IoT Device SDK that you want to use for your device.

Device platform operating system
This is the operating system ins

lled on the device that will connect to AWS.

Linux / macOS
Linux version: any
< 2 1013+

Windows
v 10

AWS loT Device SDK
Che Device SDK tha

language your device supports.

Version 10+

Reguires Node.js and npm to be installed

Java

Cancel
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Connection kit (6]

Certificate Private key AWS IoT Device SDK
7688_thing.cert.pem 7688_thing private key Python

Script to send and receive Policy

messages 7688_thing-Policy

startps1 View policy

Download

If you are running this from a browser on the device, after you download the connection kit it will be in
the browser's download folder.

If you are ot running this from a browser on your device, you'll need to transfer the connection kit
from your browser's download folder to your device using the method you tested when you prepared

your device in step 1.

Unzip connection kit on your device

After the connection kit is on your device, unzip it using this command:

©2022, Amazon Web Services, Inc. or its affiliates.
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connect_device_

=4

package

®RETHEA




image16.png
aws

Services | Q

L @ Nvignav v

AWS loT

Monitor Astart.ps1

Step 3: Return to this screen to view your device's messages.
After running the start script, return to this screen to see the messages between your device and AWS

Connect

Connect one device 1oT. The messages from your device appear in the following list.

Subscriptions sdk/test/Python

Test sdk/test/Python

» Device Advisor

» Connect many devices

Waiting for messages

MQTT test client

Manage
b All devices

» Greengrass devices
> LPWAN devices

» Remote actions
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» Security

» Fleet Hub Cancel
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* MobaXterm Personal Edition v22.1 =
(X server, SSH client and network tools)

Your computer drives are accessible through the /drives path
Your DISPLAY is set to 192.168.50.32:0.0

When using SSH, your remote DISPLAY 1is automatically forwarded
Each command status is specified by a special symbol (v or x)

>
>
>
>

« Important:

This is MobaXterm Personal Edition. The Professional edition
allows you to customize MobaXterm for your company: you can add
your own logo, your parameters, your welcome message and generate
either an MSI installation package or a portable executable.

We can also modify MobaXterm or develop the plugins you need.

For more information: https://mobaxterm.mobatek.net/download.html

5 23/10/2022 @ 20:29.80 > [ /home/mobaxterf§ ssh root@192.168

1 1/2 oz Gin Shake with a glassful
1/4 oz Triple Sec of broken ice and pour
3/4 oz Lime Juice unstrained into a goblet.
1 1/2 oz Orange Juice

1 tsp. Grenadine Syrup
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BusyBox v1.23.2 (2016-09-27 07:54:34 CEST) built-1in shell (ash)

CHAOS CALMER (15.05.1, r492e3)

1 1/2 oz Gin Shake with a glassful
1/4 oz Triple Sec of broken ice and pour
3/4 oz Lime Juice unstrained into a goblet.
1 1/2 oz Orange Juice

1 tsp. Grenadine Syrup

root@mylinkit:~# ping -c 5 ww.mediatek.com

PING www.mediatek.com (13.35.24.17): 56 data bytes

64 bytes from 13.35.24.17: seg=0 ttl=237 time=10.171 ms
64 bytes from 13.35.24.17: seq=1 ttl=237 time=18.782 ms
64 bytes from 13.35.24.17: seg=2 ttl=237 time=14.191 ms
64 bytes from 13.35.24.17: seq=3 ttl=237 time=9.997 ms
64 bytes from 13.35.24.17: seg=4 ttl=237 time=11.515 ms

-— www.mediatek.com ping statistics —
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 9.997/12.931/18.782 ms
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SINCE MARCH 2015, THE ARDUINO IDE HAS BEEN DOWNLOADED
[EEEETOR] TIMES. (IMPRESSIVE!) NO LONGER JUST FOR ARDUINO AND
GENUINO BOARDS, HUNDREDS OF COMPANIES AROUND THE WORLD ARE
USING THE IDE TO PROGRAM THEIR DEVICES, INCLUDING COMPATIBLES,
CLONES, AND EVEN COUNTERFEITS. HELP ACCELERATE ITS DEVELOPMENT
WITH A SMALL CONTRIBUTION! REMEMBER: OPEN SOURCE IS LOVE!

$3 s5 $10 $25 S50  OTHER

JUST DOWNLOAD CONTRIBUTE & DOWNLOAD
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aws

|+ 2Arduino example code for DHT11, DHT2

// Include the libraries:
#include <Adafruit_Sensor.h>
#include <DHT.h>

f¢define LIGHT_SENSOR A2

#include <Bridge.h>

// Set DHT pin:
#define DHTPIN S

// Set DHT type, uncomment whatever type you're using!
//#define DHTTYPE DHT1l  // DHT 11

#define DHTTYPE DHT22  // DHT 22 (AM2302)

//#define DHTTYPE DHT21 // DHT 21 (AM2301)

// Initialize DHT sensor for normal lémhz Arduino:
DHT dht = DHT (DHTPIN, DHTTYPE);

void setup() {
// Begin serial communication at a baud rate of $€00:
Serial.begin(115200);
Bridge.begin();

// Setup sensor:
dht.begin();

wvoid loopl) {
// Wait a few seconds between measurements:
delay(2000);

// Reading temperature or humidity takes about 250 milliseconds!
// Sensor readings may also be up to 2 seconds 'old' (its a very

// Read the humidity in %:
float h = dht.readBumidity();

// Read the temperature as Celsius:
float t = dht.readTemperature();

AM2302 and DHT21/AM2301 temperature and hi

slow sensor)

mcu

// Read the temperature as Fahrenheit:
float £ = dht.readTemperature (true);
// Read the light sensor

int light = analogRead (LIGHT_SENSOR);

// Check if any reads failed and exit early (to try again):

if (isnan(h) || isnan(t) || isnan(£)) {
Serial.println("Failed to read from DHT sensor!");
return;

// Compute heat index in Fahrenheit (default):
float hif = dht.computeHeatIndex(£, h);

// Compute heat index in Celsius:

float hic = dht.computeHeatIndex(t, h, false);

Serial.print ("Humidity: ");
Serial.print(h);
Serial.print(" & ");
Serial.print("Temperature: ");
Serial.print(t);

Serial.print (" \xC2\xBO");
Serial.print("C | ");
Serial.print(£);

Serial.print (" \zC2\xBO");
Serial.print("F ");
Serial.print("Heat index: ");
Serial.print (hic);
Serial.print (" \xC2\xBO");
Serial.print("C | ");
Serial.print (hif);
Serial.print (" \xC2\xBO");
Serial.print("F ");
Serial.print("Light ");
Serial.println(light);

Bridge.put ("Humidity", String(h));
Bridge.put ("Temperature”, String(t));
Bridge.put ("Light", String(light));
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ssh root@192.168

:54:34 CEST) built-in shell (ash)

[BR --f7

1 ” I

I

| WIRELESS FREEDOM

CHAOS CALMER (15.05.1, r49203)

1 1/2 oz Gin Shake with a glassful
1/4 oz Triple Sec of broken ice and pour
3/4 oz Lime Juice unstrained into a goblet.
1 1/2 oz Orange Juice

1 tsp. Grenadine Syrup

jpdated Tist of available packages in /var/opkg-lists/chaos_calmer_base.
Downloading http: //downloads.openwrt.org/chaos_calmer/15.05.1/ramips/mt7688/packages /base/Pa
k:

\gnature check passed.
aunlaadmg http: //downloads.openwrt.org/chaos_calmer/15.05.1/ramips/mt7688/packages/luci/Pa
k:

jpdated Tist of available packages in /var/opkg-lists/chaos_calmer_packages.
m.mlazdmg http: //downloads .openwrt.org/chaos_calmer/15.05.1/ramips/mt7688/packages /package.
ki

# uci commit
:~# reboot

H nwrt.org/chaos calmer/15.05.1/ramips/mt7688/packages /base/Packages.q’
uUpdated list of available packages in /var/opkg-lists/chaos_calmer_base.
Downloading http: //downloads .openwrt.org/chaos_calmer/15.05.1/ramips /mt7688/packages /base/Packages .s
Signature check passed.
Downloading http://downloads .openwrt.org/chaos_calmer/15.05.1/ramips/mt7688/packages/luci/Packages.q
Updated list of available packages in /var/opkg-lists/chaos_calmer_luci.
Downloading http: //downloads .openwrt.org/chaos_calmer/15.05.1/ramips /mt7688/packages/luci/Packages.s
Signature check passed.
Downloading http: //downloads .openurt.org/chaos_calmer/15.05.1/ramips /mt7688/packages/packages /Packa

Tist of available packages in /var/opkg-lists/chaos. calmer_packages.

Downloading http: //downloads .openwrt.org/chaos_calmer/15.05.1/ramips /mt7688/packages /packages /Packa
Signature check passed.
root@mylinkit:~# opkg install openssh-sftp-server
Installing openssh-sftp-server (7.1p2-1) to root ...
Downloading http://downloads.openwrt.org/chaos_calmer/15.05.1/ramips/mt7688/packages/packages/openss
r_7.1p2-1_ramips_2dkec. ipk.
Configuring openssh-sftp-server.

root@mylinkit:~# pip install AWSIoTPythonSDK
Downloading/unpacking AWSIoTPythonSDK
Downloading AWSIoTPythonSDK-1.5.2-py2.py3-none-any.whl (79kB): 79kB downloaded
Installing collected packages: AWSIoTPythonSDK
Successfully installed AWSIoTPythonSDK
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import osf]

import time

import json

import datetime

import AWSIOTPythonSDK

from AWSIoTPythonSDK.MQTTLib import AWSIoTMQTTClient
import serial

import subprocess # sys.path.insert(0, '/usr/lib/python2.7/bridge/")
#import socket

import sys

import logging

import getopt

# Custom MQTT message callback

def custonCallback(client, userdata, message):
print(“Received a new message:
print(message.payload)
print(“from topic: ")
print(message. topic)
print("---- --\n\n")

# Configure logging
logger = logging.getLogger ( "AWSIoTPythonSDK.core*)

logger.setLevel(logging.DEBUG)

streamandler = logging.StreamHandler()

formatter = logging.Formatter('s(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)

Togger .addHandler (streamHandler)

# Read in command-line parameters
host = * -ats. iot.us-west-2.amazonaws .com"

rootCAPath = “./aws_7688_test_certifications/root-CA.crt"

certificatePath = *./aws_7688_test_certifications/ -certificate.pem.crt”
privateKeyPath = "./aws_7688_test_certifications/ -private.pem.key’

myAWSIOTMQTTClient = AWSIOTMQTTCient("7688_thing")
myAWSIOTMQTTCLient.configureEndpoint(host, 8883)
myAWSIoTMQTTCLlient.configureCredentials(rootCAPath, privateKeyPath, certificatePath)

# AWSTOTMQTTClient connection configuration
myAWSIoTMQTTClient.configureAutoReconnectBackoffTime(1, 32, 20)
myAWSIOTMQTTCLient.configure0fflinePublishQueueing(-1) # Infinite offline Publish queueing
myAWSToTMQTTCLient.configureDrainingFrequency(2) # Draining: 2 Hz
myAWSIOTMQTTCLient.configureConnectDisconnectTimeout(16) # 10 sec
myAWSIoTMQTTCLlient.configureMQTTOperationTimeout(5) # 5 sec
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# Connect and subscribe to AWS IoT
print('Connecting AWS MQTT broker...')
myAWSIoTMQTTClient.connect()
print(*Connected" )

sys.path. insert(0, ‘/usr/lib/python2.7/bridge/")
from bridgeclient import BridgeClient as bridgeclient
value = bridgeclient()

# set id

bt
# Publish to the same topic in a loop forever
while True:

#id = value.get("ID")

id +=1

print("id: * + str(id))

he = value.get("Humidity")
print(“Humidity: * + ho)

t0 = value.get("Temperature")
print("Temperature: " + t0)
Tighto = value.get("Light")
print("Light: " + lighte)

# time zone +0
#t = time.time()
#date = datetime.datetime.friomtimestamp(t).strftime(svimtd HWRS')

= time.time()
now = datetime.datetime.now()
datetemp = now + datetine.tinedelta(hours = 8)  # time zone + 8
date datetemp.stritime( ' &YtmbdsHEMES' )
print("Time: " + date)

myAWSIOTMQTTCLient.publish("7688_thing_topic", json.dumps({*ID": id, "Time": date, "Humidity": he, "Temperature": t, "Light": lighto}), 1)
‘time.sleep(10)

print("Stopped")
myAWSIoTMQTTClient.disconnect()
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== 2 Ok ° [EWITIYIETIN ssh root@192.168.1.162
j root@192.168.1.162's password:
« N aws vl ® M sh: /usr/bin/xauth: not found
- Name
BusyBox v1.23.2 (2016-09-27 67:54:34 CEST) built-in shell (ash)
aws_7688_test_certifications v
¥ connect_device_package zip
B8 Grove_Temperature_And_Humidity_Sensor-master.zip
root-CA.crt
CHAOS CALMER (15.05.1, r49203)
&2 A 1 1/2 oz Gin Shake with a glassful
. 1/4 oz Triple Sec of broken ice and pour
= Google Drive (H) 3/4 oz Lime Juice unstrained into a goblet.
1 1/2 oz Orange Juice
o) Synology Drive - JyN 1 tsp. Grenadine Syrup

root@mylinkit:~# pip install AWSIoTPythonSDK
Downloading/unpacking AWSIoTPythonSDK
Downloading AWSIoTPythonSDK-1.5.2-py2.py3-none-any.whl (79kB): 79kB downloaded
Installing collected packag AWSIoTPythonSDK
installed AWSIoTPythonSDK

Cleaning up
root@mylinkit:~# vim ht_aws_time.py
root@mylinkit:~# J|
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Automate your security audit by enabling daily checks on your fleet from AWS loT Device

Defender. The audit evaluates your loT configurations against security best practices,
including checks for identities and access policies. View pricing [4 Learn more [4

Automate loT security aud X

7688_thing e

Thing details

Name Type
7688_thing -
Billing group
:thing/7688_thing
Attributes Certificates Thing groups Device Shadows Interact

Activity (0) info

Lists the most recent MQTT messages related to Device Shadow activity since you opened the thing
details page. To see more messages related to this activity, choose the MQTT test client button.
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