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Brief Introduction to loT/M2M
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What is loT/M2M?
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o A world-wide network of interconnected objects uniquely

addressable, based on standard communication protocols.

—ITU-T loT group

o A world where ‘things’ can automatically communicate to

computers and each other providing services for the benefit of

human kind.
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o "The Internet of Things refers to a virtual representation of a
broad variety of objects on the Internet and their integration
into Internet or Web based systems and services. Based on
interaction and communication interfaces such as RFID, NFC,
barcodes or 2D codes they expose information, features and

functionalities which can be integrated into systems and

services."
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— Wikipedia

o The Internet of Things (loT) refers to uniquely identifiable objects

(things) and their virtual representations in an Internet-like structure.

v' E.g., Radio-Frequency IDentification (RFID) tags, etc.

o The Machine-to-Machine (M2M) is aimed to establish the conditions
that allow a device to (bidirectionally) exchange information with a
business application via a communication network.

v E.g., smart grid, home automation, etc. .
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loT vs. M2M

« M2M devices need to connect to the
communication network, while loT don’t. For
example,

—RFID tagged objects are in 10T, but not in M2M.
The readers are in both.

Thing: passive, no mean to communicate upstream with
applications, but they can be read by M2M devices
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loT vs. M2M

e One of M2M relationships can be seen as
human-machine interface extensions of a

person, while IoT can be purely “Things”. For
example,

—The eBook reader is reading for a real person,
which belongs to M2M.

In reality, these two terms are often used interchangeably.
There is no need to distinguish one from the other.
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o MM MRS
—Connect anything to the Internet(E %778 [ 4dEL)

o Anything that can be connected, will be connected

v'Cell phones, coffee makers, washing machines,

headphones, lamps, wearable devices; anything you can
think of.

o Accessible from the Internet based on standard protocols
v'Not just in a closed system

—Intelligent system
o Decision, control, integration, application

o Smart city, smart home, smart planet, smart grid, smart
transportation, ...
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—Massive (sensing) devices
o Tens of billions of devices capturing information around us
—Connected to the Internet

o Information is available through the Internet

o Standardized interface

o Semantic addressing
—Intelligent applications

o Information is collected, processed, analyzed which ...

is used to help us derive greater knowledge, make smart
decisions, build smart applications (context-aware), ...
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World

Population 6.3 Billion 6.8 Billion 7.2 Billion 7.6 Billion
Connected .
Devices 500 Million 12.5 Billion 25 Billion 50 Billion

2010 2015 2020 by Dave Evans

— =S4 (Gartner) FHIE2020F75 260 S a (A 78 _EAERS
—IDCTEMIE 202075 28 1 {Hisc (i 72 L4 S

o= e R R




o %/ DY{iHA?
—IHS Automotwe%ﬁsmart cariETTTEH] » 4720205 7 15

1{E5+ 5 & )5 H J:Internet
— ABI Research¥fsmart carfJTEHIE 22030 E = HAE S

vehicle¥& sk 1o THL 1l
—EOQ World 5520204 & 7 i 28 1 (R (& Y S 4R ke v 28 4
=
—Acquity GrOUp%ﬁﬁlﬁbﬂiﬁﬁﬁﬂﬁfiﬁ@}ﬂ?%ﬁ&EjLXTfEiEU
o Smart thermostat (F4EEE 2.45) - 30%
o Connected security system(‘ﬁ%ﬁﬂ{%ﬁg\%\éﬁ) . 25%
o Smart refrigerator(EE:/kF) © 21%
o Wearable fitness dewce(gp%fﬁ{@%%ﬁ) : 20%
o Smart watch(ZEEZA/IF5%) © 18%
o Self-driving vacuum cleaner( 2 &fjim %) : 15%
o Wearable heads up display (#8UEEE ~ZS) - 13%
o Smart Clothing(ZEZRI7CAR)  10%
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[IoT's explosive growth

Spending on Internet of Things Worldwide by Vertical in 2015 and 2020
(in billions of U.S. dollars)

m2015 m2020*
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2018 IoT Segmem‘f%gﬁ

ogofo IOT ANALYTICS 2018 Insights that empower you to understand loT markets

loT Segment Global share of loT projects? Details

@ N Smart City
@ q | 7Cor‘m‘ect‘ed lndu;t& 7
G) B comected suiaing [N

(@) m  comnectes cor [N

® " | | SrmrarrtrEnergy
@ 4 Other

@ ﬁ Connected Health
rt Supply Chai
@ Smart Supply Chain

@ m Smart Adriculture N = 1,600 global, publicly

APAC Trend?

18%

YRR RIENEY SRV

>
3
m
| -
| B
m
s
o
m

announced loT projects

w Smart Retail B Americas [ curope I APAC | MEA | N/A

1.Based on 1,600 publicly known enterprise loT projects (Not including consumer 10T projects e.g., Wearables, Smart Home). 2.Trend based on comparison with % of projects in the 2016 loT Analytics
Enterprise loT Projects List. A downward arrow means the relative share of all projects has declined, not the overall number of projects 3. Not including Consumer Smart Home Solutions. Source: loT
Analytics 2018 Global overview of 1,600 enterprise loT use cases (Jan 2018)

Source: loT Analytics, Jan 2018
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loT Market Revenue by Application in North America 2017-2022
Size of the Internet of Things (IoT) Market by Application in North America
from 2017 to 2022 (in billions of U.S. dollars)

mHealthcare = Transportation w®Manufacturing wRetail = Consumer electronics = Others
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Q: What technologies do you use to run connected devices in your software projects? Please select all
that apply.

Microsott Azure o7 suite | >~

Google Cloua to7 | 2+

Amazon AWS loT (Greengrass / loT _ 19%
Platform / loT Button)
Cisco loT Services — 13%

Watson loT (IBM)
ThingWorx (PTC)
Xively (LogMeln)
Salesforce loT Cloud
Silver Spring Networks

Blue Pillar

SpaceTime Insight
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(IoT as-a-Service)
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« EFLIE: Uber - iBE BT « Car2Go
+ HEEH: u-bike - Mobike - ofo

« ERYET: Airbnb ~ BX
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(Data-as-a- Servuce)
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« EiflH= :Facebook VR - Youtube
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« #1#H=: Facebook VR
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(Blockchain as-a-Service)
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Platform as- a-Business
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(loT-as-a-Service)
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Current Landscape of the loT/M2M
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Outline

e loT/M2M Trends

o |0T/M2M Business Opportunities
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loT/M2M Trends

Today Mobile

Fixed

— - ///.,;L s I%,"'l
>4B subscribers

>400M subscribers
Connecting Individuals

Connecting Household

50B devices
Everything connected
Source: Ericsson Research
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Varieties of loT/M2M

The Internet of Things

Tekemadcine, ¢t Pomgz, Valvia, Yags, Conveyon, Ppelines
Maten, Dves, Comvertng Mabrcation

E]‘nzm;m st
= 31
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Most Promising loT/M2M Verticals

o Smart City
o Industry 4.0
o Smart Building

e Smart Home

—Amazon Echo/Alexa, Google Home/Assistant, Apple
HomePad

o eHealth

« Connected Vehicle
o« Smart Grid

e Smart Campus

32

P e L Y R e N s, . =



g‘\ ¥ Bk 48 JE. N9 saingianzan

—EeAUEZER (FEER)
—%%*@Q%Gg%ﬁ@

|

[l
-
M
/N
2N
1:[ llk
\
W

£ VAN RH
—JEFR LT (2 E)

/M
2
M
~~
il
(L]l
[
i
—’

Fro ) ey T\ ("G5 N - === —



oy 9P aninginenaag
Smart City

LA

Smart Buildings
4 ¢

Srmart Water o — . Stmart Mability

.
S

./ -

~<

Smart Energy . ‘ y ’ Ege l q

l’ . .
Smart Integration .':5 Smart Public Services ‘ 5%

-

A‘) b - /A //

Source: www.schneider-electric.com




Libelium Smart World

according to climate conditions and
unexpected events like accidents or

Smartphones Detection Electromagnetic Levels traffic jams.
- - Detect iPhone and Android devices and in Measurement of the energy radiated - -
Air Pollution general any device which works with Wifi or by cell stations and WiFi routers. Smart nghtlng
Control of CO, emissions of factories, pollution Bluetooth interfaces. Intelligent and weather adaptive lighting

emitted by cars and toxic gases generated in
farms.

in street lights.
Perimeter Access Control Traffic Congestion — -
Intelligent Shopping

- H Access control to restricted areas and detection Monitoring of vehicles and pedestrian
Forest Fire Detection of people in non-authorized areas. affluence to optimize driving and walking Getting advices in the point of sale
Monitoring of combustion gases and preemptive routes. according to customer habits, preferences,

fire conditions to define alert zones. Radiation Levels presence of allergic components for them
or expiring dates.

Distributed measurement of radiation levels B "
in nuclear power stations surroundings to Noise Urban Maps
generate leakage alerts.

Wine Quality Enhancing
Monitoring soil moisture and trunk diameter
in vineyards to control the amount of sugar in
grapes and grapevine health.

Sound monitoring in bar areas and
centric zones in real time.

Offspring Care

Control of growing conditions of the offspring in
animal farms to ensure its survival and health.

Sportsmen Care

Vital signs monitoring in high performance
centers and fields.

Structural Health

Monitoring of vibrations and material conditions
in buildings, bridges and historical monuments.

Water Leakages

Detection of liquid presence outside tanks
and pressure variations along pipes.

Vehicle Auto-diagnosis
Waste Management

Information collection from CanBus to
Detection of rubbish levels in containers send real time alarms to emergencies

to optimize the trash collection routes. or provide advice to drivers.

Smart Parking Item Location

Search of individual items in big surfaces
like warehouses or harbours.

Monitoring of parking spaces availability
in the city.

Quality of Shipment Conditions Water Quality Golf Courses g :
Monitoring of vibrations, strokes, container openings Study of water suitability in rivers and the Selective irrigation in dry zones to . ,\\
or cold chain maintenance for insurance purposes. sea for fauna and eligibility for drinkable reduce the water resources required in ll bell

use: the green. www.libelium.com
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Industry 4.0 (1)

From Industry 1.0 to Industry 4.0

First Second Third Fourth Degree of
Industrial Industrial Industrial Industrial complexity
Revolution Revolution Revolution Revolution ‘
through the intro- | through the intro- | through the use of | through the use of
duction of mechan- | duction of a division | electronic and IT cyber-physical
ical production of labor and mass systems that systems
facilities with the production further automate O
help of waterand | with the help of production =
steam power electrical energy e [y . ;
| TIIY 'L{.; IY .‘ 53 - S — " ’
\ First programmable
First assembly line logic controller @
First mechanical Cincinnati slaughter (PLC), Modicon 084,

loom, 1784 houses, 1870 1969

Time

1800 1900 2000 Today

Source: DFKI (2011)
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§Industry 4.0 (2)

Today

Rigidly sequenced car manufacture
on a production line

Workstation 1 Workstation 2~ Workstation 3~ Workstation 4

o~ N
4

9P saingimmnsag

Tomorrow

Decoupled, fully flexible and highly
integrated manufacturing systems

Ahhh

Workstation A Woekstation T Workstation 0

A sy S

Waorkstation X ™ Workstation H |

Saste: Hewkets Packard 2013
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Smart Grid

e Asmartgrid is an electrical grid that uses information and
communications technology to gather and act on information,
such as information about the behaviors of suppliers and
CONSUMErS.  quARTGRID

Smart appliances
A vision for the future — a network Can shut off in response to CJ\ D d agement
of integrated microgrids that can frequency fluctuations. & | Use can be shifted to off-
monitor and heal itself, .. J peak times to save money.

Solar panels

e Fundamental
re-engineering
of the
electricity
services
industry

Disturbance
in the grid

&

Central power
plant

Detect fluctuations and )
disturbances, and can signal @)
for areas to be isolated.

Execute special protection g
schemes in microseconds. \g

peak times could be stored
in batteries for later use.

Energy from small generators
and solar panels can reduce
overall demand on the grid.

Reference: http://www.geekwithlaptop.com/so-called-utility-%E2%80%9Csmart%E2%80%9D-meters-open-to-attack

38
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cgmesh 00173BAB003C1D08 - UP - Show Details 1_3
IP Address: 2001:dead:beef-cafe:aaaa:0:0:1( 3

'I
Last Heard: 05/30 19:59 4 88
Mesh Link Transmit Speed: 687 .54 bits/sec '
Mesh Link Transmit Packet 0 drops/sec (%
A\

3 properties window and will also show the next
A -hop link represented by the blue line,
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E-Health

Remote patient monitoring

- Remotely obtain heart rate, blood glucose levels, and other
parameter of body through WAN.

Homecare living

— Actively provide
information of taking
medication, health
knowledge. 5

' “':_;

Control Center

Asset tracking

— Track high-value asset
such as intravenous

pumps, wheel chairs etc. e
Reference: http://axiomtek.com/solutions/healthcare.asp

Intensive Care Unit (ICU)

40
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Smart Home

Structured Winng

Home Networking

ig NN
‘\ “T Integrated Lighting Control

Se
Saf;ty & Security Whole House Automation I
' ll ' hultiroom A% Systems
= - e
—_— Hofhe Theater : Residential Gateways
/\/ 3 sy | & Ve -
fcg Climate Control &

Energy Management

Source: Home Automation http://www.caba.org/
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Connected Vehicle

Fleet management

— Obtain information of a group
of vehicles such as vessels or
cars, and send dispatch notification
to them

e Collision Avoidance

— Between vehicle and vehicle Source: orci.research.umich.edu

— Between vehicle and pedestrian

Vehicle maintenance

— Obtain operating parameters from vehicle to diagnosing mechanical issues.

— Bilaterally communicate with car dealers: get software update and reminders.
— Compute insurance premium by the risks of vehicles

-~ Entertainment, theft prevention, emergency call, toll, and so on.

43
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SATELLITE
COMMUNICATIONS

TERRESTRIAL
BROADCAST

Intermodal
MOBILE Communications

W 5 e ] Y - d
Q éj] ‘j% 'Ek - avigation

7
%’ 0% gﬁﬁ: > Iz?ormgggn Assistance
EP H%:‘Efg»}‘ft & : B WLAN

AR\ A

#t igji Eﬁ\ﬁ% Adaptive Trip

Planning

Y,

©ETSI 2008 Fleet Management Toll Collection

ETSI Technical Committee Intelligent Transport Systems (TC ITS) & & smart
transportation system &4 % #1385 4| & o

http://sandacom.wordpress.com/2010/01/12/its-intelligent-transportation-systems-part-1-introduction/
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Autonomous Driving

Google's modified Toyota Prius uses an array of sensers (o navigate public roads without a human
driver. Other components, not shown, include a GPS recaiver and an inertial motion sensor.

T Sy T T T - POSITION ESTIMATOR
A rofaling sensor on the roof A sensor mounted on the left
scans more than 200 feel in all rear wheed measures small
directions to generate a precisa movements made by the car
three-dimensional map of the and helps to accurately locate
car's surroundings. its position on the map.

VIDEO CAMERA [
Acamera
mounted near the
rear-view mirror
datacts traffic
Eghts and helps
the car's enboard
computers
racognize maving
obstacles like
pedestrians and
bicyclists.

Four standard automolive radar ensors, three in front and one
in the rear, help determine the positions of distant objects.

Advanced Automatic Crash Notification System(AACN)
45
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LFRECH 22 MiEBE BEEAMEZ(OASERBITEAS) £ 8
BEELR  BOZE -FHELE - UBERRARHBENE £
16 M7 BEEHRARMAHRL(LLCRBEERERTHEE) -

States with Enacted Autonomous Vehicle Legislation
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T
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&
B wazz m \

gene B A wowom
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Market Trends Driving loT/M2M

o Everything Connected (e.g. 50 billion devices
by 2020)

o Processor/Memory Economics (e.g. Intel’s
announcement on Quark and Atom for
wearable devices)

o Big Data and Analytics (e.g. machine learning
embedded in Google Nest)
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Outline

£
L

e |lOT/M2M Trends

« loT/M2M Business Opportunities
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o EFNEE B EMT
—Smart sensors \ |

o IPv6 enabled

o Low cost, energy saving, abundant storage and processing
power

—Smart phones

o Gateway of sensors (especially personal area network)

—Cloud

o Store and process massive data
—Big data

o Analysis of massive data
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o THEMETr(IBM smart planet)

—Data: the new natural resource

—Cloud: the new growth engine

—Social: the new production line

—Mobile: the new office space <0, @
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loT/M2M Ecosystem
\

Machine Module Network \ Middlewar System
\ Integrators
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Middleware Providers |

Service Providers

Machine & Device
Manufacturers Network Equipment Providers

Application Developers |

System Integrators 53
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Market Size Projections

Application provider’s share of
what the end-user pays for the
service in all sectors —
transportation, healthcare etc.
using any network

35000

' Value Added Services

30000 7 Service Enablement

i Services

Middleware (device management,
control, diagnostics, status and
monitoring, location and tracking,
storage) share of what the end user
pays for the service in all sectors —
transportation, healthcare etc.
using any network

25000(— Network Connectivity

20000} I rdwere

15000

Data transfer portion of
what end-user pays across
all networks and
application sectors

10000

5000

Wireless long range/short
by # range and wireline

2000 2010 2011 2012 2013 2014 communication modules
market + engineering

Source: “M2M COMMUNICATIONS - A SYTEMS APPROACH”, 2012, Wiley.
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Global Internet Device Installed Base Forecast
20,000,000

18,000,000

Bl INTELLIGENCE

16,000,000
14,000,000
£ 12,000,000
£ 10,000,000

8,000,000

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013E 2014 20156 20168 2017 2018%
| Source: Gartney, 1DC, Strotegy Analytics, Maching Research, company fings, 8V estimotes
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Service Providers & Network Operator

- Network Operator-led Business Model

AT&T Netwo rk Integrated M2M service Customer
Verizon Operator (enterprise,
; Device $ + recurring rev $ il
Swisscom W, M2 sorvice hare) utility, home etc.)
Aoolicati Licensing $ Service Licensing $ System
Certified devices Purchase A pf}: Ication or Delivery or Integration Service fee
oftware Rev share $ Platform Rev share $ Services

Device OEM
(module, chipset,
design house)

Application

Middleware/ IT & System

Service Provider

(ASP) Platform Provider

Integrator

Enfora Vertical Jasper IBM
Sierra Wireless Specific Itron Accenture
Cinterion Developers KORE Telematics Swisscom
SIMcom Numerex

Telit (more in Slide 25)

Source: “M2M COMMUNICATIONS - A SYTEMS APPROACH”, 2012, Wiley.
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Service Providers & Network Operator
- MVNO (M2M Virtual Network Provider)-led Model

P

p \T*TlSr'?\
f p \

£
b}
S

M2M Virtual
Numerex Network Integrated M2M service Custo m.er
Operator (enterprise,

Wyless Device $ + recurring rev ili h t
Cross Brldge/XATA (MVNO) (SW, M2M service charge utility, home e C')

KORE Telematics

licati Recurring System
Application Data Data Integration

Software . X
services $ Services

Certified devices Purchase

Application

Device OEM
(module, chipset,
design house)

IT & System
Integrator

. . Network
Service Provider

(ASP)

Operator

Enfora Typically Typically done
Sierra Wireless Developed by By MVNO as
Cinterion MVNO professional
SIMcom services

Telit
Source: “M2M COMMUNICATIONS - A SYTEMS APPROACH”, 2012, Wiley.
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System Integrator

e IBM
o Accenture

o Swisscom
o FEtc.
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Middleware/Platform Provider

Commercial Offers Open Source
e« OpenMTC (Licensed Source) — OSIOT Interoperability
o Xively Project
e Nimbits — Eclipse M2M Industry
° Axeda Group
e Device Insight _ Koneki
e Thingworx _ Paho
e Ninja Blocks platform
o ioBridge (Web Gateway) — Lua
« Thingvibe — MQTT
o Digi — OM2M (Open Source)
e Bosch — Contiki — IP-based open
e SAP source operating system
o Etc. for the IoT
— Etc.
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Device and Gateway
Manufacturer
» Devices * Gateways * Development Kits
° Withings — ECS — Arduino
> Philips Hue — Actility Cocoon — Raspberry Pi

> Nike (FuelBand)
o Fitbit (Force)

> Apple (iWatch)
> Jawbone (UP 24)
o Misfit (Shine) -
° Dropcam
o Kwikset Kevo E-Lock -

> Honeywell Lyric —
Thermostat _

o Etc.

AAEON
Portwell

— Astar-tek

Freesacle

NXP

White Oak Canyon
Axiomtek

Kontron

ADLINK
Advantech

Etc.

BITalino
WunderBar

Intel’s Galileo/Edison

* Yocto Application Development
Toolkit (ADT)

Tl's wireless connectivity
Mediatek Linklt
Etc.
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Chip Manufacturer (Just an example
here

Z
3?3.55"‘2

Ouatk XIOOO

Intel Quark

Mediatek, Marvel, ARM, Intel, TI, QUALCOMM etc.
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Outlook of the loT/M2M
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loT Alliances

Handbook: Internet of Things Alliances and Consortia

! b Focus i i
Technology Architecture Focused Marketing / Education

))(((, N (B QISR .c/CHTLESS LoRa Alliance
@IEEE €25, Q@) DBluetooth’ @@ -

PECIAL INT

Core / Session / Transport 4 ““-:. s ISO (l o, QGC MC

Messaging / Semantic l E T F. ewreiens sde senn
OASIS 19 my..‘ (ﬂ UPNP ¢ "+OMQ 4 Hyper/cAT m m

........

Mutiayer g‘, ‘t m <% ALLSEEN . * OFf! e
Pan o ® INTERCONNECT z
l f&lpgorg ‘ ALLIANCE 8 it SM_WA

Vertical Focused v
Connected Body Connected Home | Connected City / Bulldings | Transportation Industrial loT
" HGE Quoncmus & rap #Wodbus
" . . onocean alliance " v
Healthit e v b B 84 A A
NANE 9 GENIVI HART - .
(T?)m'r:n;a:cxn N S “4/ G 0\
I Q THE CONNECTED LGHTING ALLMACE Dpen &atomative Alance N\
ReEL P G; e . incustrial infemet
> : HREAD CONSORTIUM
¢* Continua aroUR € Sch

{ CC Attribution: Postscapes.com - Verson 1.0 Updated March 2075
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" Emerging of 1oT/M2M Industry
Alliances

o AllSeen Alliance
o Open Connectivity Foundation (OCF)

—Open Interconnect Consortium (OIC)

o Google Weave
o Apple Homekit

o Industrial Internet Consortium

64
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AllSeen Alliance

o AllSeen Alliance provides the AllJoyn™ framework that is open source
software that allows for proximity peer to peer over various transports.

. It is written in C++ at its core, and provides multiple language bindings
and complete implementations across various operating systems and
chipsets.

e The AllJoyn framework provides an object-oriented approach to making
peer to peer easy, avoiding the need to ever deal with lower-level
network protocols and hardware.

e The AllJoyn SDK provides a set of APIs that allow a novice developer to
create applications that take advantage of AllJoyn's capabilities.

— Java API

— C++ API

— C# Unity API
— CAPI

65
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Open Connectivity Foundation (OCF)

e The Open Connectivity Foundation (OCF) is creating a specification and
sponsoring an open source project to make this possible.

e  OCF will unlock the massive opportunity in the loT market, accelerate
industry innovation and help developers and companies create solutions
that map to a single open specification. OCF will help ensure secure
interoperability for consumers, business, and industry.

e The OCF unifies the entirety of the former Open Interconnect Consortium
(OIC) with leading companies at all levels — silicon, software, platform,
and finished-goods — dedicated to providing this key interoperability
element of an loT solution.

e The OCF sponsors the loTivity open source project which includes a
reference implementation of our specification available under the
Apache 2.0 license.

e The OCF also includes all the activities formerly sponsored by UPnP
Forum.
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Open Interconnect Consortium (OIC)

o« The OIC, led by Intel, Atmel, Broadcom, Dell, and Samsung,
is dedicated to defining requirements and ensuring
interoperability of all devices in the loT.

o Specifically, the OIC envisions a highway-like system of
connectivity between loT verticals, and it recently
launched loTivity, an open-source framework based on the
Apache 2.0 licensing and governance model.

o« The companies that make up the consortium also make
security a top priority, though it’s unclear how the group
will address privacy.

o One differentiator for the OIC is that it wants to deliver a
reference implementation of its loT standards, rather than
simply offering the standards themselves.
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Google Weave
8 Brillo, Nest

o« Weave is an application-layer protocol for interacting
with devices.
o It has three main components:
— Weave cloud service
— Device-side library(libweave, libuweave) and wrappers
— Client library(android, iOS, web)

o It provides turnkey supports:
— Device discovery
— Authentication
— Provisioning
— Real time communication

68

Fro ) ey T\ (TR N = R e —



): JI9YP swatpmnnay
THE THREAD GROUP (GOOGLE NEST)

o« Formed by Google’s Nest Labs, the Thread Group
includes more than 80 members, including Samsung,
ARM Holdings, Silicon Labs, and Freescale
Semiconductor.

o« The group’s goal is to encourage manufacturers of
smart-home devices to use the Thread standard for
device communications through a network.

e Unlike other alliances that provide loT platforms and
interconnectivity of existing standards, Thread relies
on a low-power radio protocol known as IPv6 over
Low power Wireless Personal Area Networks
(6LOWPAN) as the base networking protocol.
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Apple Homekit

e AniOS(8) framework for home automation

e Discover HomeKit accessories (devices) v
o Configure HOmeKlt

o Create actions and control devices
e Actions can be grouped and triggered using Siri

e A common database stored on iOS, contains all home
information configured. Available to all apps

o App interaction to DB is done through HomeKit
o Access to home devices remotely through iOS connectivity
e HomeKit API can only be used if App is in foreground

70
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Industrial Internet Consortium

e Itis anonprofit partnership of Industry, Government and Academia.
e Founded by AT&T, Cisco, General Electric, Intel and IBM. (150+ members)
e Started in March, 2014, not a standards-setting consortium.

o Utilize existing and create new industry use cases and testbeds for real-
world applications.

o Deliver best practices, reference architectures, case studies, and
standards requirements to ease deployment of connected technologies.

o Influence the global development standards process for internet and
industrial systems.

o Facilitate open forums to share and exchange real-world ideas, practices,
lessons, and insights.

e Build confidence around new and innovative approaches to security.

‘industn'ol infemet
CONSORTIUM
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Numerous incomplete standards

e Big data store and process
e Security and privacy
e Network mismatch (not designed for |oT)

e Network scalability

e Naming and addressing (semantic web)
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Competing Global Privacy and Lack of Nascent

priorities in scalability Security standards ecosystem
developing concerns for application

regions development

1

loT Market Challenges
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Obstacles to developing connected devices

Security requirements

Lack of standards

Simplifying user setup

Too many technology choices
Design complexity
Testing/QA complexity

Cost of components

Time to market

Need to learn new skills

A I Il A A A A A ]

Other

N0 20% 40% 60%

VDC|Research

Insights for the Connected Worlc © 2014 VDC Research Group, Inc.
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e ETSI (European Telecommunications Standards Institute)

o Institute of Electrical and Electronics Engineers (IEEE): IEEE-SA loT Steering
Committee

o International Organization for Standardization (ISO) and the International
Electrotechnical Commission (IEC): ISO/IEC JTC1/SWG 5 (ad hoc group 4)

o US National Institute of Standards and Technology (NIST)
— Smart Grid framework (SG-FW)

e CCSA, China

o European Standard Organization (ESO)

e Object Management Group (OMG)

e« Open Geospatial Consortium (OGC)

e European Commission mandates
— Smart metering [M/441]
— RFID and system [M/436]

75
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— |EEE 802.15.4, |IEEE 802.15.4e (2012) > IEEE 802.15.4¢
— Bluetooth 4.2 (2014), Bluetooth 5.0 (2016)

— RFID

— Power Line Communication (PLC)

— ANSI C12 (AMI), KNX(home/building), BACNet (building)
— |ETF: 6LOWPAN, RPL

o terEEEE GRS
— LTE-A NB-loT > Rola, SigFox

o JIE

— CoAP, MQTT




Range (outdoor)

MCL

Spectrum
Bandwidth

Data rate
Battery life

Availability

SIGFOX LoRa

LoRa

<13km <11km
160 dB 157 dB
Unlicensed Unlicensed
900MHz 900MHz
T100Hz <500kHz
<100bps <10 kbps
>10 years >10 years
Today Today

clean
slate

cloT

<15km
164 dB

Licensed
7-900MHz
200kHz or
dedicated

<50kbps
>10 years

2016

NBLTE-M
Rel. 13

D
Lte

<15km
164 dB

Licensed
7-900MHz
200kHz or

shared

<150kbps

>10 years

2016

LTE-M

Rel. 12/13

D
Lte

<11km
156 dB

Licensed
7-900MHz
1.4 MHz or

shared

<1 Mbps
>10 years

2016

9P sasimgmnnang
LPWAN: Low Power Wide Area

EC-GSM
Rel. 13

I...
G SN

<15km
164 dB

Licensed
8-900MHz
2.4 MHz or

shared

10kbps

>10 years

2016

5G
(targets)

5G

<15km
164 dB

Licensed
7-900MHz
shared

<1 Mbps
>10 years
beyond 2020

mloT: massive loT
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Summary

o Current Landscape of the loT/M2M
—Brief Introduction to loT/M2M
—loT/M2M Trends
—loT/M2M Business Opportunities

o Outlook of the loT/M2M
—Emerging of loT/M2M Industry Alliances
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Acronym

M2M: Machine-to-Machine
IoT: Internet of Things

M2M area network (devices +
gateway)

Communication networks: Mobile
network or public Internet

European Telecommunication
Standards Institute (ETSI)

Information and Communication
Technologies (ICT)

Radio-Frequency Identification (RFID)

American Recovery and Reinvestment
Act (ARRA)

Energy Independence and Security
Act (EISA)

National Institute of Standards and
Technology (NIST)

Third-Generation Partnership Project
(3GPP)

In-Vehicle System (IVS)

Public Safety Answering Point (PSAP)
European Standard Organization
(ESO)

Priority action plan (PAP)

Wireless Personal Area Network
(WPAN)

Power-Line Communication (PLC)
Meter-Bus (M-BUS)

Internet Engineering Task Force (IEFT)
Average Revenue Per User(ARPU)
Representation State Transfer (REST)

Federal Communication Commission
(FCO)

Device Language Message
Specification (DLMS)

Machine Type Communication (MTC)
Open Mobile Alliance (OMA)
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